Kcell

KCELL SECURITY DIRECTIVES

1 Description

This document (the “Security Directives™) describes the security
requirements applicable to Suppliers (as defined below) andother
identified business partners to the Kcell JSC. Additional security
requirements may apply in particular cases if agreed by involved
parties.

JUPEKTUBBI 110 OBECIIEYEHN IO BE3OITACHOCTHU
AO «KCEJLJI»

1 Onncanne

Hacrostmu#é i moxyment  ("/IMpekTWBBI TI0O  OOECIICUYECHHUIO

Oe3omacHOCTH") OMKCHIBaeT TpeOOBaHUSA TIO OE30MAaCHOCTH,

npuMeHnMbIe K [TocTaBmukaM (COTsIacHO OIIpeeNIeHHIO HIKE), a

TaKxKe OIpeAeleHHbIM genoBbiM mnaptHepam AQO  “Kcemn”.

JlononuurenbHble  TpeOOBaHMS 1O  0E30MAaCHOCTH  MOTYT

NPUMEHATHCS. B OTACNBHBIX CIydasX NPU HAJIMYUK COTIIACHUS

BOBJICYEHHBIX CTOPOH.

2 Definitions

1. “Agreement” shall mean the agreement between Kcell JSC
and Supplier or other identified business partner to the Kcell
JSC under which the Security Directives apply, andto
which the Security Directives are part thereof.

2. “Kcell’s Data” shall mean data or other information that the
Kcell, or a person acting on behalf of the Kcell, makes
available to the Supplier, and the result of Supplier’s
processing of such data.

3. “Information Processing Facilities” shall mean any
information processing system, services or infrastructure, or
the physical locations housing them.

4. “Log” shall mean to record details of information or events
in an organized record-keeping system, usually sequenced in
the order in which the information or events occurred.

5. “Personal Data” shall, subject to local, applicable
mandatory law.

6. “Services” shall mean the services to be provided by the
Supplier to the Kcell, or a person acting on behalf of the
Supplier as further defined in the Agreement between the
parties.

7. “Supplier” shall refer to the counter-party who supplies any
kind of deliverables to Kcell identified as “Supplier”,
“Vendor, “Partner” or the equivalent in the relevant
Agreement.

8.  “Supplier Personnel” shall mean any person working on
behalf of the Supplier such as employees, consultants,
contractors and sub-suppliers.

9. “Security Control” shall mean a technical countermeasure,
an organizational setup or a process, that helps to maintain
IT systems security-quality properties.

10. “Security Incident” shall mean a single or a series of
unwanted or unexpected security events that have a
significant probability of compromising business operations
and threatening security.

11. “Sensitive Products” and “Sensitive Services” shall mean
any product or Services defined as sensitive by the Kcell.
Sensitive Products or Sensitive Services shall be clearly
documented in the applicable Agreement.

2 OnpeneieHust

1. “Coraamenue” o3Havaer cornamenne mMexay AO “Kcemn”
n TlocTaBUIMKOM WM JPYTUM YCTaHOBJICHHBIM OM3HEC-
naptaepom AO “Kcemn”, B COOTBETCTBUH C KOTOPBIM
npuMeHsitoTcss  JIupekTuBbl 10  0€30MacHOCTH W YacThIO
KOTOPOTO OHH SIBJISTFOTCSL.

2. “Jlannbie Kcell” o3HauaeT gaHHBIE WM JPYTYIO
nndopmanuto, xoropyro Kcell, nnn nuuo, aeiictylomee ot
nmenn Kcell, mnpenocraBinsier NOCTaBIIMKY, a  TaKXke
pe3ysbTaT 00pabOTKH TaKuX AaHHBIX [locTaBIIMKOM.

3. “CpencrBa 00padoTku WHQOpManuM” O3HAYaeT JIIOObIC
CUCTEMBl, YCIYI'M WIH HWHPPACTpyKTypy IO o00OpadoTke
nHdopmanuy, uiu GU3NYECKUE MOMEIICHHUs, KOTOPbIX OHU
pa3MeraTcs.

4. “BecTH y4eT” 03HAYAET 3aMKUCHIBATH JCTAIN HHOOPMAIIUNUITH

coOBITHS B CHCTEME Yydera, KakK [paBWIo, B TOH
MOCIIEIOBATENILHOCTH, B~ KOTOPOM  BO3HHMKAeT  Takas
nHGOPMAIIUS WA COOBITHE.

5. “IlepcoHasibHBIC [aHHBbIE”, C Y4eTOM IPUMEHUMOTO

00s13aTeNIbHOTO 3aKOHOAaTeNbcTBa PecyOnuku KazaxcraH.

6. “Yeayru” o3HauaeT yciayru, okasbiBaeMble I[locTaBmiukom
komnanuu Kecell, wim numom, AEHCTBYIOIIMM OT HMEHHU
[locraBmuka, B COOTBETCTBHM  C  ONPEACICHUEM,
npuBeIcHHBIM B COTTAIICHUU MEKITY CTOPOHAMH.

7. “ITocTaBIIMK” O3Ha4aeT KOHTPAreHT, OCYIIECTBIISIONTNI
noctaBku kommanuu Kcell; Tarke umenyercs: "llpomasern”,
"[TapTHepoM" WM HMEET WHOE SKBHBAJIECHTHOE Ha3BaHHE,
OTIpe/IeTIEHHOE COOTBETCTBYIONMM CoOTameHneM.

8. “Ilepconan IlocraBmmka” o3HadaeT Jr00Oe  JIHIIO,
paboraroree ot  uMmeHH  [locraBmuka  (paOOTHHKH,
KOHCYJIBTaHTHI, CyOMOAPSIYUKA U T.]1.).

9. “KoHTpoJsib 0e30macHOCTH’ O3Ha4aeT TEXHUYECKHE MepHI
MPOTHBOACUCTBUS, OPraHU3AalUOHHYK  CTPYKTYypy WU
npolecc, TMO3BOJSIONIMH  TOJJEPKUBATE  HEOOXOIUMBIE
TEXHUYECKHUE M Ka4yeCTBEHHbIC MapameTpbl OezomacHocTH [T-
CHCTEM.

10. “UnuuaeHT wHGOPMALMOHHON 0(e30MacHOCTH” O3HAYaeT
€IMHUYHOE WM CEePHI0 HEeXENaTeIbHBIX MM HEOKHTaHHBIX
COOBITHII 0€30MMacCHOCTH, CO3JAIONTNX BBICOKYIO BEPOSITHOCTH
YXYALMICHUS SKOHOMHWYECKOH NeATeTbHOCTH OpPTaHU3aIliH U
YIPO3bI €€ OE30TTaCHOCTH.

11. "CrtpaTerndyeckue ToBappl'" u "Crpaternyeckue ycayru"
O3Ha4yaeT JO0OW MPOAYKT WIM YCIYyTH, ONpeeIeHHbIe
xommanueit Kcell kak crparerndyeckue. CtpaTernieckue
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TOBaphI/yCIIlyTH  JTOJDKHBI  OBITh
cooTBeTcTBYOIeM COrameHuu.

YETKO YKa3aHbI B

3 Scope

The Security Directives apply when:

1. The Supplier will process Kcell’s Data.

2. The Supplier will access Kcell’s premises.

3. The Supplier will access Kcell’s network or IT systems
including remote access.

4. The Supplier will handle Kcell’s information processing
equipment.

5. The Kcell has deemed the Supplier as a provider of

Sensitive Products and/or Sensitive Services and identified
Supplier as such under the relevant Agreement.

3 O6sacTh NpUMEHEHH

JIMpeKTUBEI IO 00ECTICUeHNIO O€30TTACHOCTH MMPUMEHSIIOTCS TIPH:

1. obpabotke ITocraBuikom nanubix Keell;

2. Haxoxuaenuu [locraBmiuka Ha Tepputopun Keell;

3. mnpenocraBnenun IloctaBmuky poctyma k cersM u IT-
cucremam Kcell, B ToM umcie yepes ynaneHHbIH TOCTYII;

4. wucnonb3oBannu [locraBumkomM o0OpynoBaHHS 00pPaOOTKH
nupopmanmu Kcell;

5. mnpu mnpuBnedenun IloctaBmmka xkommanueir Kcell B
KadecTBe mpoBaiinepa CTpaTerndecKuX TOBApPOB W/WIH
CrpaTerndeckux yciyr Ha OCHOBAHHUHM COOTBETCTBYIOIIETO
JIOTOBOPA.

4 The Supplier’s overall responsibility

1. The Supplier is fully responsible for the Supplier Personnel’s
compliance with the Security Directives.

2. The Supplier shall implement the measures required to
ensure compliance to the Security Directives prior to
commencing any assignment for the Kcell.

3. The Supplier shall, at the request of the Kcell, inform the
Kcell how the Supplier complies with the Security
Directives and what measures the Supplier has taken to
comply with the Security Directives.

4. The Supplier shall inform the Kcell at speakup@kcell.kz
about any Security Incident (including but not limited to
incidents in relation to the processing of Personal Data) as
soon as possible but no later than within 24 hours after the
Security Incident has been identified. See incident
management bellow.

5. The Supplier shall guarantee that any processing of Kcell’s
Data will be compliant with the Security Directives.

6. The Supplier shall return or destroy (as determined by the
Kcell) any Kcell’s Data and the copies thereof. The Supplier
shall confirm in writing to the Kcell that the Supplier has met
this requirement on termination of the Agreement or at the
request of the Kcell.

7. The Supplier shall not allow any access to Kcell’s Data (it
may also concern new, extended, updated, prolonged or in
any other way changed real-time network access) in breach
of the Agreement to any party without prior written approval
by the Kcell.

4.11o,iHasi OTBETCTBEHHOCTH MOCTABIINKA

1. TlocTaBImIMK HECET MOJHYIO OTBETCTBEHHOCTD 3a COONIOICHUE
nepconaioM [loctaBmmka JIUpeKTHB 1O OOECTICUECHUIO
6e30macHOCTH.

2. TlocTtaBmuk 00s3aH OCYIIECTBUTh MEPBI, HEOOXOIUMBIE IS
obecriedeHusi COOTBETCTBUS JIMpeKTHBaM 1O 0e30MacHOCTH
TepeT HadyajaoM BEITIOTHEeHWsI Jitoooro 3amanus i Keell.

3. Ilo tpeboBanuto Kcell, [TocraBumk o0s3an nHGOPMHUPOBATH
Kcell o Tom, kak obecnieunBaeTcs codOroneHue JJupexkTus mno
0€30MacHOCTH U KaKue Mepbl ObUTH NPUHSTH [locTaBIrKOM
JUIsl 00CCIeYeHUsT COOTBETCTBUs TpeOOBaHUsAM J[UPEKTUB 1O
0e30macHOCTH.

4. TlocraBumk o6s3an yBemomisite Kcell mo anexTtpoHHOMY

anpecy speakup@kcell.kz o mobex HamummeHTax
6e30MmacHOCTH (BKJIFOYAsi, HO HE OrPAHUYUBASIChH, HHI[U/ICHTHI,
cBs3aHHbIE C 0Opaborkoit IlepCOHANbHBIX HaHHBIX) B
KpaTyaiiliue CpOKH, HO HE MO3IHEE, YeM B TCUYCHUE 24 4acoB
mociae oOHapyxkeHus HWHiumenta OeszomacHoctd.  Cwm.
UH(OPMAIIHIO 10 YIPABICHUIO HHIIUAECHTAMHU HUKE.

5. TlocraBmuk rapaHTHpyer, 4TO Jiobas oOpaborka JlaHHBIX
Kcell OynmeT ocymecTBIsATh B CTPOTOM COOTBETCTBHH C
JupextuBamu 1o 6€30MacHOCTH.

6. [IlocraBmuk 00s3aH BEepHYTh WMJIM YHHYTOXKHUTH (Ha
yemotpenue Kcell) mooeie lamnbie Kcell m mx komum.
IMoctaBmuk o0s3an  mpencraButh  Kcell mucsMeHHOE

TIOJTBEPIK/ICHNE UCTIOJIHEHUS JAHHOTO TPeOOBaHUs B CiIydae
npekpamienny Cornanenus wim ro tpedosanuro Kcell.

7. TlocTaBmMK HE MOJKEH MPEJOCTaBIATh TPETbUM JIHLAM
noctyn k Jlanasiv Keell (B ToM umciie HOBBIH, pacIIMpEHHBIH,
OOHOBJICHHBIH, MTPOIOJDKUTEIBHBIN HIIM MHOH(OPMBI 10CTYI
K CeTH B pPEKUME pealbHOrO0 BPEMEHHU) B HapyllIeHHUE
CorameHust 0e3 MIPeIBAPUTEIHLHOTO
MMMCBMEHHOTO 0100peHust co ctoponsl Kcell.

5. Security Requirements

5.1 Risk management

1. The Supplier shall identify security risks and take necessary
actions to control and mitigate such risks.

2. The Supplier shall have documented processes and routines
for handling risks within its operations.

3. The Supplier shall periodically assess the risks related to

5. TpedoBanusi 6e30MaCHOCTH

5.1 YupasJieHne puckamu

1. TlocraBmuk 00s3aH  BBIABIATE PUCKH B o0nacTu
0€30MacHOCTH W TPWHUMATh HEOOXOIUMBbIE MEpBI IS
KOHTPOJISI ¥ CHIDKCHHS TAKUX PHCKOB.

2. TloctaBmuk 00s3aH MMETh JNOKYMEHTAIbHO O(OPMIICHHBIC
MIPOLIECCHI U TPOLEYPHI 110 00padOTKE PUCKOB B paMKax
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information  systems and

transmitting information.

and processing, storing

5.2 Information security policies

1.

The Supplier shall have a defined and documented
information security management system (ISMS) including
an information security policy and procedures in place,
which shall be approved by the Supplier’s management.
They shall be published within Supplier’s organization and
communicated to relevant Supplier Personnel.

The Supplier shall periodically review the Supplier’s
security policies and procedures and update them if required
to ensure their compliance with the Security Directives.

5.3 Organization of information security

1.

2.

The Supplier shall have defined and documented security
roles and responsibilities within its organization.

The Supplier shall appoint at least one person who has
appropriate security competence and who has an overall
responsibility for implementing the security measures under
the Security Directives and who will be the contact person
for Kcell’s security staff.

5.4 Human resource security

1.

The Supplier shall ensure that the Supplier Personnel
handles information in accordance with the level of
confidentiality required under the Agreement.

The Supplier shall ensure that relevant Supplier Personnel
is aware of the approved use (including use restrictions as
the case may be) of information, facilities and systems under
the Agreement. Kcell has the right to request a signedreceipt
from each and every Supplier Personnel stating that he or she
has understood and will comply with the Security Directives
and the approved use of information, systemsand facilities.

The Supplier shall ensure that any Supplier Personnel
performing assignments under the Agreement is trustworthy,
meets established security criteria and has beensubject to
appropriate screening and background verification.

The Supplier shall provide Kcell in advance with a list of
all the Supplier’s employees, consultants, contractors and
other individuals working under the Supplier’s responsibility
who are performing services under the agreement,
containing name, personal identity number and contact
information such as telephone number and e-mail address
(“the Supplier’s Personnel List”) and shall keep

such list updated at all times during the period of the

CBOEH JIESATEJIbHOCTH.

3. ITocTaBMUK TOKEH MIEPHOANICCKH IIPOBOANTE OIIEHKY PHUCKOB,

CBSI3aHHBIX ¢ MHPOPMAITMOHHBIMH CHCTEMaMHU U 00pabOTKOM,
XpaHeHHeM U repeadei nHpOopMaIHH.

5.2 TloauTHKHU B 00j1acTH HHPOPMATMOHHOI 0€30TMACHOCTH

L.

[MocraBmmuk JTOJKEH UMETh pa3paboTaHHYO u
JOKYMCHTAJIBHO  O(QOPMIICHHYIO  CHCTEMY  YIPaBIICHHS
nHpopmanmoHHoi Oe3omacHocthio (CYHWB), B TOM umcie
JEHCTBYIONIYI0 MOMUTHKY W MPOIEAYpPHl MO O00eCTIeYeHHIO
“HOPMAITMOHHOM 0€30TacHOCTH, YTBEPKICHHBIC
pykoBoactBoM I[locraBmmka. Takme MOKYMEHTHI MOJDKHBI
OBITH OITyONMMKOBaHBI HA BHYTPEHHUX pecypcax [locTaBmmka
1 JOBEACHBI /10 CBEICHHS COOTBETCTBYyIomero Ilepconana
ITocraBmiuka.

[locraBmMK  JOJDKEH — MEPUOAMYCCKH  [EPecMaTpPUBATH
MOJIUTAKY ¥ TPOUEeAypbl B 001acTd OE30MacHOCTH H
OOHOBIISITH HMX B Cllyyac HEOOXOAMMOCTH B  IIEJIsX
oOecrieueHHs UX COOTBETCTBHS J{upeKTuBamM 0€30MacHOCTH.

5.3 Opranuzauust uHGopManoHHOI 6€30NMACHOCTH

L.

ITocTaBmIMK  JOJKEH  ONPENENIUTh U
3aKpenuTh PpOJIM M OOS3aHHOCTH MO
0€301MacHOCTH B paMKaX CBOEH OpraHu3aIiy.
ITocTaBmMK A0MKEH HA3HAYHMTH, IO MEHBIIEH Mepe, OJHOTO
YyeJIOBEKa, 00/Iaarolero Haie)kalleil KOMIIETEHIMEH B
obmacTi 0€30MacHOCTH, KOTOPBIH OyAeT HeCcTH OOIIyIo
OTBETCTBEHHOCTh 3a OCYIIECTBJICHHE Mep O0e30MacHOCTH B
COOTBETCTBUU C JlupekTrBamMu 1Mo 0€30MacHOCTH U SBIIATHCS
KOHTAKTHBIM JIUIIOM JJIsl COTPYAHUKOB CITy>KOBI 0€30MaCHOCTH
Kcell.

JIOKYMEHTAJIbHO
o0ecIeueHuI0

5.4 O6ecneuenne 6€30MACHOCTH MEePCOHAA

L.

[MocraBmuk nomkeH obecrnevnts, uro [lepconan [TocraBimuk
OCyIIECTBIISICT 00paboTKy MH(GOPMAIMKA B COOTBETCTBUU C
YpOBHEM  KOH(UICHIMAJIbHOCTH,  YCTAHOBJICHHOW B
CornameHun.

[MocTaBmIMK J0KEH 00ECHEeYUTh OCBEIOMIIEHHOCTh CBOETO
[MepcoHasna o pa3perieHHOM UCIOJb30BaHUU (B TOM YHCIIE, B
3aBUCHUMOCTH  OT  OOCTOSITENBCTB,  OrPAaHUYCHHH B
WCIIONIb30BaHNM) HH(MOpPMAIMH, CPEACTB M CHUCTEM B
cootBerctBum ¢ Cornamenuem. Kcell BnpaBe morpedoBath
MIPEOCTABIICHHSI COOTBETCTBYIOIICH PACIUCKH OT Ka)IOTro
paborauka [locraBminka B TOM, YTO OHHM O3HAKOMIJICHBI,
MOHUMAIOT ¥ O00sByrOTCS coOmoaath JIUpeKTHBBI IO
0€30MaCHOCTH U UCIIOJIb30BaTh HH(DOPMAIMIO, CPEICTBA H
CHUCTEMBI TOJIBKO B Pa3pEIICHHBIX IEIISX.
[TocTaBmIMK JIOJDKEH TrapaHTHPOBATh, YTO
pPabOTHUK, TPUBJICYCHHBI K BBIIOJIHEHUIO
CornaiieHuto, SIBIISIETCSI HAJISKHBIM, OTBEYaeT
YCTAQHOBJICHHBIM ~ KPHUTEPHUSIM  0E30IIaCHOCTH ¥ IIPOIIEI
COOTBETCTBYIOIINN CKPUHHUHT U IPOBEPKY JIMUHBIX TAaHHBIX.
IMocTaBmuk moipkeH 3apaHee mpemoctaButh Kcell crmcok
BCEX COTPYIHUKOB, KOHCYJBTAHTOB, OAPSAYUKOB U APYTUX
quir  [locTaBumka, pa0oOTarOIUX IOJ OTBETCTBEHHOCTH
[NocraBmiuka, NPeIOCTABISIONUX YCIYTH 110 TOTOBODPY.
CHucok JOJDKEH —COAep)KaTh UMs, JIMYHBIA KOJ U

1000  ero
3a7aHus 110




Kcell

agreement in question. The Supplier’s Personnel List may
at any point in time be used by Kcell in audit situations as
reference to verify the validity of issued access rights
towards Kcell’s IT-systems or premises.

The Supplier shall ensure that Supplier Personnel with
security responsibilities is adequately trained to carry out
security related duties.

The Supplier shall provide or ensure periodical security
awareness training to relevant Supplier Personnel. Such

Supplier training shall include, without limitation:

a. How to handle customer information security (i.e. the
protection of the confidentiality, integrity and
availability of information);

b. Why information security is needed to protect
customers information and systems;

c. The common types of security threats (such as identity
theft, malware, hacking, information leakage and
insider threat);

d. The importance of complying with information
security  policies and  applying  associated
standards/procedures;

e. Personal responsibility for information security (such
as protecting customer’s privacy-related information
and reporting actual and suspected Security Incidents).

The Supplier shall ensure that the Supplier’s Personnel
performing tasks for Kcell are aware of the confidentiality
obligations for telecommunication data and business
information related to the assignment, as well as the
approved use of information, facilities and systems. The
Kcell has the right to request signed receipt from the
Supplier’s Personnel stating that the individual has
understood and will comply with the obligations, accepted
use of systems and facilities.

5.5 Asset management

1.

The Supplier shall have a defined and documented asset
management system in place, and maintain up-to-date
records of all relevant assets and their owners. Information
assets include but are not limited to IT systems, backup
and/or removable media containing sensitive information,
access rights, software and configuration.

The Supplier shall label, treat and protect information
according to a pre-defined information classification system
in accordance with valid security standards at that time
(including removable media storage, disposal and physical
transfer).

KOHTAaKTHYH HH(OpPMAIIMIO, TAKYH KaK HOMeEp TelieoHa U

agpec  onekrpoHHo#  moutel  (“Crmcok  [lepconana

[MocraBmuka”), u IlocTaBOIMK JOJKEH BHOCUTH B CIIUCOK

W3MEHCHUSI B JIIO0OC BpEMs B TEUYCHHUEC CpPOKA JICHCTBUS

norosopa. Crucok Ilepconana [TocraBiiuka MOXeT B J1000i

MOMEHT BpeMeHH ObITh  ucmosib3oBaHn  Kcell mpwm

OCYIIIECTBIICHIH MTPOBEPOK B KAYECTBE CCBHUIKH [T IPOBEPKH

JIEMCTBUTEIILHOCTH TIPEAOCTABICHHBIX TpaB jaoctyna k [T-

cucteMam win momenienusm Keell.

IMocTaBmuk noypkeH obecneunTs poxoxaeHune [lepconanom

ITocTaBmyka, OTBEYAIOMIETO 32 OE30IMaCHOCTE, HEOOX0IUMOTr0

oOyueHMsT Ui HAJUIeKAIIEr0  OCYIICCTBICHHUS CBOUX

00s13aHHOCTEH 110 00ECIICUYCHUIO OC30MIACHOCTH.

[TocraBmuK MODKEH O0ECICYHTh MPOBEICHHE PEryJIIPHOTO

oOyueHuss 1O OE30MaCHOCTH Uil  COOTBETCTBYIOIIETO

[lepconana nocraBmuka. Takoe o0yYeHHEe TOKHOBKIIIOYATH

B cc0s1, 0e3 OrpaHryYeHHUs, CIICAYIOIIee:

a. Kak of0ecnieunts HWHPOPMAIMOHHYIO 0€3011aCHOCTD
knueHta  (T.e. 3amuTa  KOHQUACHIINATHHOCTH,
[IEJIOCTHOCTH U IOCTYITHOCTHA WH(POPMAIINH);

b. Tlouemy HeoOXomuma WHGOPMAIMOHHAS OE30MTACHOCTD
JUTS 3aIUTH HHGOPMAITNH U CHCTEM KIIUCHTOB;

c. OOmme THIBI yrpo3 0E30MaCHOCTH (HAIPUMED, Kpaxa
JIMYHBIX JAHHBIX, BPEIOHOCHBIC MPOTPAMMBI, XaKephl,
yTeuka HH()OpMAIMK U BHYTPEHHSS yrpo3a);

d. BaxHocTh cOOIIONCHUS TOJUTUKA HHGOPMAIIMOHHOMN
0e30MacHOCTH W TPUMCHEHHS  COOTBETCTBYIOIIMX
CTaHIAPTOB/TIPOLICAYD;

e. [IlepconampHasi OTBETCTBEHHOCTH 332 WH(POPMAINOHHYIO
0e30MmacHOCTh (HampuMep, 3alluTa JMYHBIX JaHHBIX
KIIMEHTa, a TaKkke WHPOPMUPOBaHUE O (HAKTHUIECKUX U
MIPEAIoIaraeMbIX CIydasx HapyIIeHHUs O€30MacHOCTH).

[loctaBmuK  JOKEH  OOECIIEYHTH  OCBEAOMIIEHHOCTD

ITepconana [TocraBuiuka, BEIOMHSIONMETO 3a1anus st Keell,

00 00s13aTEeNBCTBAX MO COOJIONCHUIO KOH(MUICHIINATBHOCTH

TEJIEKOMMYHHUKAIIMOHHBIX JaHHBIX W Ou3Hec-uHpOpMAIUH,

CBS3aHHBIX C 3aJaHHEeM, a TaKKe 00 YTBEPKACHHOM

UCTIONB30BaHuK HHpoOpMaIlmu, cpeacts u cuctem. Kcell

BIIpaBe motTpeboBath pacmucky ot [lepconana [locrasmiyka B

TOM, 4TO BCE PAOOTHHUKH ITOHUMAIOT U 00S3YIOTCSI COONIOIATh

00s13aTENIECTBA TI0 HCIIOJB30BAHUIO CHCTEM W CPEICTB B

Pa3peIIeHHBIX MEX.

5.5 Ynpasienue akTuBaMu

L.

[TocraBmUK JODKEH MMETh JOKYMEHTAIBHO O(OPMIICHHYIO
U JEHCTBYIOLIYIO CUCTEMY YNpaBICHHUS aKTUBAaMHU, U BECTH
CBOEBPEMEHHBIN y4eT BCeX COOTBETCTBYIOLIUX aKTUBOB U MX
BianenbueB. VHpopMannoOHHbIE aKTHBHI BKIIOYAIOT B ceOs,
HO He orpaHuumBatorcs wumu, [T-cuctemsl, pesepBHOE
KONIMPOBAaHWE W / WIN CHEMHBIE HOCHTEIH, COJICpIKaIIie

KOH(MUIeHIHAIbHYI0  WHQOpMaIuio, TmpaBa  JOCTYyIa,
MPOrpaMMHOE O0ecTieueHre 1 KOH(UTYpaIron.
[MocTaBmuk 00s3aH  MapKUpoOBaTh,  oOOpamiaTeCs |

oOecrieynBaTh 3alIUTy WHPOPMAIIMA B COOTBETCTBHU C
3apaHee OMNMpPENEeTIeHHON CHCTEMOU KilacCH(UKAITUN
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5.6 Access control

1.

The Supplier shall have a defined and documented access
control policy for facilities, sites, network, system,
application and information/data access (including physical,
logical and remote access controls), an authorizationprocess
for user access and privileges, procedures for revoking
access rights and an acceptable use of access privileges for
the Supplier Personnel in place.

The supplier shall have a formal and documented user
registration and de-registration process implemented to
enable assignment of access rights.

The Supplier shall assign all access privileges based on the
principle of need-to-know and principle of least privilege.
The Supplier shall use strong authentication (2-factor) for
system administrators or other high privilege users,
including remote access users, when working with systems
that contain Kcell’s Data.

The Supplier shall ensure that the Supplier Personnel has a
personal and unique identifier (user ID), and use an
appropriate authentication technique, which confirms and
ensures the identity of users.

The Supplier shall inform Kcell without undue delay about
changes in the Supplier’s Personnel having access to Kcell
information.

5.7 Cryptography

1.

The Supplier shall ensure proper and effective use of
cryptography on information classified as confidential and
secret (such as Personal Data) in accordance with the Kcell‘s
confidentiality classification scheme as further detailed
below.

The Supplier shall protect cryptographic keys.

5.8 Physical and environmental security

1.

The Supplier shall protect Information Processing Facilities
against external and environmental threats and hazards,
including power/cabling failures and other disruptionscaused
by failures in supporting utilities. This includes physical
perimeter and access protection.

The Supplier shall protect goods received or sent on behalf
of the Kcell from theft, manipulation and destruction.

nH(opManuu B COOTBETCTBUHU C JCHCTBYIOIIUMH B JaHHBIH
MOMEHT BPEMEHHM CTaHIapTamMy Oe30macHOCTH (BKIIOUas
XpaHeHHe, YTHIIN3ALUI0 U (PU3NUECKYIO Iepenavyy CMEHHbIE
HOcHTeNel HHPOpMAIHN).

5.6 YnpasieHue 10CTynoM

L.

[TocraBmMK JODKEH MMETh TOKYMEHTaJIbHO O(QOPMIICHHYIO
U JCUCTBYIOILIYIO MOJUTHKY [0 YIPABICHHUIO TOCTYIIOM Ha
OOBCKTBI, CANTBI, B CETH, CHCTEMbI, MPHIOKCHUI H K
WHPOpPMALUW/AaHHBIM (BKIIOYAsl yIpaBlICHHE (PU3UUCCKUM,
JIOTHYECKUM W YJAJCHHBIM  JIOCTYIIOM), porecc
aBTOpPHM3AIMK IS TIPEIOCTABICHUS II0JIH30BATEIIHCKOTO
JOCTyNla W TPUBWIETHH, MNPOIEIypHl IO OTMEHE IIpaBa
JIOCTyIla W TPHEMJIEMOE HCIIOJB30BAHWE  NPUBUICTHA
noctyna [lepconanom [locraBmuka.

[TocTaBmuUK ODKEH MMETh TOKYMEHTAJIbHO O(OPMICHHYIO
U JICUCTBYIONIYIO TPOIEAYPY IO PETUCTPALUU/OTMEHE
pEeTUCTpAllMK TIOJIb30BATENCH Uil TMPEIOCTABJICHUS IPaB
JI0CTyTIa.

[TocraBmMK JOJDKCH HAa3HAYUTH BCE MPUBUIICTHH JOCTYIIA,
UCXOMs U3 TIPUHIMIA CIYy)KEOHON HEOOXOIUMOCTH H
MPHUHIUITA HAUMCHBIIIUX [TPUBHJICTHI.

ITocTaBmUK JOMKEH MCIOJIB30BaTh CTPOTYIO (2-(aKTOPHYIO)
CHCTEMY MIACHTU(HUKAINH JUTI CHCTEMHBIX aIMIHICTPAaTOPOB
WIA JpYyTUX TIONB30BaTeNel, 00JamalomuX BBICOKUMH
MPUBWIECTHSAMH, B TOM YHCIE IOJB30BaTENeH yAaJIeHHOTO
JOCTyTa, TIPH paboTe ¢ CUCTeMaMHU, colxepKamumu /laHHbre
Kcell.

[locraBmMk IOJKEH rapaHTHpPOBaTh, 4TO llepcoHan
[ocraBiiyka UMEET JIMYHBIA U YHUKAIbHBIA UIACHTUPUKATOD
(user ID), ® wucHoMB3yeT COOTBETCTBYIOIIMN CIIOCOO
ayTeHTH()DUKAUUU Ui [OATBEPKACHUS U TapaHTHH
IOJUTMHHOCTH IOJIb30BaTEIICH.

IMoctaBmuk 00s3aH 03  HEONMpaBAAaHHBIX  3aJCPIKEK

nupopmupoBath Kcell 006 wm3menenmsx B Ilepconane
[TocTaBmuka, nMeroniero nocTym k napopmarnu Keell.

5.7 Kpunrorpadus

1.

5.8

[MocraBmuk  goDKeH ~ OOecredynTs  HajIexkamee |
s pexTrBHOE NMpUMEHEeHHe KpunTorpaduu K HWHPOPMAIIH,
OTHECCHHOM K KOH(GUICHIMAIBLHOW WM TalHOW (Hampumep,
[lepcoHanbHble  J1aHHBIE) B COOTBETCTBMHM CO CXEMOM
kinaccudukamuu koHdpuaeHuansHocT MHbopmamun Kceell
KaK T0/IpOOHO U3JI0KEHO HIIKE.
[MocraBmuk JIOJDKEH
KpHIITOrpaduuecKux Kirodei.
Jluynasi 0e30mMacHOCTL W 0€30MACHOCTh OKpYKalolei
cpeabl

ITocTaBmuk gomkeH odbecrneduTs 3anmty Cpeacts o0padboTKu
WHPOPMAIMK OT BHEIIHUX M OKOJOTHYECKHX YIPO3 W
OlacHOCTeH, BKIIO4Yas nepebon  dJIeKTpocHAOXKEeHUs /
HEMoJIaIKU B OJIEKTPOIPOBOJKE M JAPYrHe HapylleHus,
BBI3BAHHBIX OTKa3aMu SHepreTnuyeckux cucreM. Cloja
OTHOCHTCS (PU3NUECKHUN TIEPUMETP U 3aluTa JOCTYTIa.
[TocTaBmMK OJDKEH 3alyINaTh TOBApHI, MOJYYEHHbBIE HIIH
otnpasieHHsle otT uMenn Kcell, oT kpaxu, MaxuHauuit n

obecrieunTh 3aIIUTY
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5.8.1 Admission to Kcell's premises and Kcell’s leased

premises

The Supplier’s admission to Kcell's premises and property (such
as datacentre buildings, office buildings, technical sites) is
subject to the following:

1.

5.8.2

The Supplier shall follow local regulations (such as
regulations for “restricted areas”) for Kcell‘s premises when
performing the assignments under the Agreement.

Supplier Personnel shall carry ID card or a visitor’s badge
visible at all time when working within the Kcell's premises.
After completing the assignment, or when Supplier
Personnel is transferred to other tasks, the Supplier shall
without delay inform the Kcell of the change and return any
keys, key cards, certificates, visitor's badges and similar
items.

Keys or key cards shall be personally signed for by Supplier
Personnel and shall be handled according to the written rules
given upon receipt.

Loss of the Kcell’s key or key card shall be reported without
delay to the Kcell.

Photographing in or at the Kcell’s premises without
permission is prohibited.

Kcell’s goods shall not be removed from Kcell‘s premises
without permission.

Supplier Personnel shall not allow unauthorized persons
access to the premises.

In the event of Supplier personnel’s non-compliance with the
agreement, Kcell is entitled to deny, with immediate effect,
the access to Kcell's premises and to request allkeys, key
cards, etc., handed out to be returned without undue delay.

General rules concerning Kcell’s premises

Supplier’s Personnel shall adhere to the following general rules
regarding Kcell’s premises

1.

2.

Smoking is prohibited on Kcell’s premises, with the
exception of dedicated smoking areas.

Consumption of alcohol or drugs (other than prescribed
pharmaceutical drugs) on Kcell’s premises is prohibited.
Spending the night on Kcell’s premises or parking caravans
or similar vehicles on Kcell’s property is prohibited without
previous consent.

No space in Kcell’s premises may be used by staff as storage
rooms, unless otherwise agreed.

The use of computers, telephones, printers, fax machines or

pa3pyuIcHus.

5.8.1 lonyck k nomemennsm Kcell u nomemenusm,

apenaoBanHbiM Kcell

Jomyck TlocraBmimka Ha TeppuTopuio M K umyiectBy Kcell

(3mammst  meHTpa 00pabOTKM JaHHBIX, O(QHCHBIE 37aHMHSA,

TEXHUYECKH CAMTHI) JOIDKHO OCYIIECTBIATHCA C COOIIONEHUEM

CJIEYIOUINX TPaBHUIL:

1. Tlpu BeIONHEHMH 3a/laHKs B COOTBETCTBHU ¢ CorlalieHueM,
ITocTaBmuk 00s13yeTes coONrIaTh TpeOOBaHuUs
HAI[MOHAJILHOTO 3aKOHOJIaTEIbCTBA (Hampumep,
3aKOHOJIATEJIhCTBA B 00JIaCTH 30H OTPAHUYCHHOTO JOCTYIIA).

2. Tlpu pabore B nomemenusx Kcell, ITepconan [TocraBimuka
00s13aH UMETH ITPH ce0e M TTOCTOSHHO HOCHUTH YIOCTOBEPCHHE
JUYHOCTH WJIH MIPOMYCK MOCETUTENS HAa BUIHOM MECTe.

3. Tlo okoHYaHWM BBIIONHEHHS 3aJaHUs, WIA B CIydae
Hanpasnienus I[lepconana [locTaBumka Ha penieHue APYyrux
3amad, [loctaBmmK 00sd3aH HE3aMEUINTETHHO YBEIOMHUTH
Kcell o TakoM W3MEHEHMHM W BEpPHYTh WJIH HW3MEHHTH

pacmpeneneHue KIIIOYEA, MarHUTHBIX KIIIOYEid,
yIOCTOBEPEHHUIA, IPOITYCKOB MOCETHTEICH U IPYTUX CPEICTB
UICHTU(DHUKALINH.

4. Kirouu WM MarHUTHBIC KITFOYHU JIOJDKHBI OBITH O(OPMIICHBI
WHIUBUAYAIBGHO JJIS ONPEICICHHOTO COTPYIHHMKA U3 YHCIIA
[lepconana IlocTaBumka, ¥ KIFOYH WX MarHUTHBIE KIFOUH
JIOJDKHBI MCTIONB30BAaThCSI B COOTBETCTBUU C TMHCHMEHHBIMH
MIpaBUJIAMH, TPUBEIEHHBIMH Ha PACIIUCKE B MOTYICHUH.

5. HWudopmanus 06 ytepe kitoua wiik MarHuTHoro kimoda Keell
He3aMeUTUTENBHO JoBoauTCS 10 cBenenns Kcell.

6. dorochemka Ha TeppuTopun u oObekTax Kcell
COOTBETCTBYIOIIETO Pa3peLICHUS 3ampeleHa.

7. 3amnpeiieHo 0e3 COOTBETCTBYIOIIETO pa3peIleHUs] BEIHOCUTD
ToBapsl, puHaiexkanme Keell, ¢ ero reppuropum.

8. TIlepconamy IloctaBmuka 3ampemiactcs IPEIOCTABIATH
IIOCTOPOHHUM JIUIIaM JI0CTyn Ha Tepputoputo Kcell.

9. B cinyuae neucnonnenus [lepconanom [locTaBuiuka ycinoBuii
Cornamennst, Kcell BmpaBe He3aMeUTENbHO OTKA3aTh
[TocTaBmuKy B TpPENOCTABICHHH HA CBOIO TEPPUTOPHIO H
nmoTpeOdoBaTh BO3BpaTa KIIOUeH, KIOYeH-KapT W T.1I.,
MIPEIOCTaBICHHBIX c yCIIOBHEM BO3BpaTa 6e3
HE0OOCHOBAHHOM 3a/IEPIKKH 110 TPEOOBAHUIO/

5.8.2. OO6mmue npaBuJa, kacawumecs nomemenuii Kcell

[epconan [TocTaBmmka JOHKEH TPUACPKUBATHCA CIIEAYIOMINX

o0mmx npaBwi, Kacaromuxcs nmomemiennii Keell:

1. Kypenue B nomemenusx Kcell 3anperiero, 3a HCKITIOUEHUEM
BBIJICJICHHBIX MECT JIJIsl KYyPEHHUSI.

2. 3ampemieHo MOTPEOJICHHE AalKOTOJNsl WM  HapKOTHKOB
(kpoMme TpeAnucaHHbIX (papMaleBTHUSCKUX IMPEIapaToB) B
nomernienusx Keell.

3. Houéeka B momemienusx Kcell wim Ha CTOSHKAX KHJIBIX
TIPUIETIOB WM aHAJIOTHYHBIX TPAHCTIOPTHBIX CPEACTB Ha
tepputopun  Kcell  3ampemaercs  6e3  TOTydeHUs
MPEIBAPUTEITHHOTO COTIIACHSI.

4. Huomna w3 30H Ha Tepputopun Kcell He Moxer ObITh

0e3
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10.

I1.

12.

13.

any other equipment owned by Kcell is prohibited other than
to the extent of the agreement otherwise agreed.

Property of Kcell shall not be removed from Kcell premises
without permission.

Photographing in Kcell’s premises is prohibited without
permission.

If the work the Supplier is going to perform involves risk
for dust, noise, vibrations or fire, the Supplier shall obtain
Kcell’s permission for such action(s) in advance.

Alarms such as such fire alarm, burglar alarm and distress
alarm are only to be disabled after permission from Kcell.
Restoration of alarm system shall be done without undue
delay after work has been completed. Procedures and
responsibilities before, during and after the disabling of the
alarm are to be specified in the agreement and conform to
local laws and regulations.

The Supplier is responsible for keeping windows and doors
locked within the work area and that no unauthorized persons
can access the premises.

The Supplier's Personnel shall keep their working places neat
and tidy. Litter and packaging material shall be promptly
removed and discarded at a location specified by Kcell.
Emergency equipment or fire escape routes shall not be
blocked as a result of Supplier activities.

Supplier shall give its personnel safety training before they
start working in the Kcell’s premises.

5.9 Operations security

1.

The Supplier shall have an established change management
system in place for making changes to business processes,
Information Processing Facilities and systems. The change
management system shall include tests and reviews before
changes are implemented, such as procedures to handle
urgent changes, roll back procedures to recover from failed
changes, logs that show, what has been changed, when and
by whom.

The Supplier shall implement malware protection to ensure
that any software used for Supplier’s provision of the
deliverables to the Kcell is protected from malware.

The Supplier shall make backup copies of critical
information and test back-up copies to ensure that the
information can be restored as agreed with the Kcell.

The Supplier shall Log and monitor user’s activities,

10.

I1.

12.

13.

UCIIOJIb30BAaHA COTPYIHHKAMH B KA4eCTBE CKIAJICKHUX
MOMEIICHUH, €CITH CTOPOHAMH HE YCTAHOBJICHO HHOE.
3anpenieHo KCIOJIb30BaHUE KOMIIBIOTEPOB, TEJIC()OHOB,
OPUHTEPOB, (HAKCOB MM JIFOOOr0 APYroro o0OpyIOBaHUS,
npuHaaiexkainero Keell, 3a uckimodyeHnem ciy4yaes, KOT/aa B
JIOTOBOPE TPEIyCMOTPEHO HHOE.

CooOctBernocts  Kcell He Moxker OBITH yaaleHa U3
nomerenus Kcell 6e3 paspemenust.

®dortorpadpupoBanne B nomenieHusx Kcell 6e3 paspenienus

3aIpemnieHo.
Ecmm mpu mpowusBojncTBe pabor, Kotopblie I[locTaBmimk
JIOJDKEH  BBIIIOJIHUTH, €CThb  ONACHOCTh  3allbLICHUS,
BO3HHKHOBECHUSI IITyMa, BUOpAIMK WK 1moxapa, [loctaBimk
0o0si3aH 3apaHee moiyunth paspemenue Kcell  mis
OCYIIECTBIICHHS TAKUX Pa0OT.

Curnanuzanusi, Takas KakK T[OXapHas CHTHAJIM3alMs,
OXpaHHasl CHUTHAIM3alMsi W CHUCTeMa OIOBEIEHUS O

0Oe/ICTBUM, MOXET OBITh OTKIIOYEHA TOJBKO C Pa3perieHHs
Kcell. Cucrema oxpaHHOW CHUTHAJIW3aIlMU JIOJDKHA OBITH
HEe3aMeUITUTEIFHO  BOCCTAHOBJICHA TIOCIE  3aBEPIICHHS
pabot. Tlporieaypsl U ACHCTBUSI, OCYIIECTBISIEMbIE 10, BO
BpEeMs U TIOCJIe OTKITIOUEHHS CUTHAIM3ALNH, JOJDKHBI OBITH
yKa3aHbl B JOTOBOPE M B COOTBETCTBHM C MECTHBIMU
3aKOHAMH U TPaBUIIAMH.

[ocraBiuk HECET OTBETCTBEHHOCTD 3a TO, YTO OKHA U JIBEPU
B paboueii 30He OYyT HAXOIUTHCS B 3aKPHITOM COCTOSIHUH,
a Tak)Ke 00eCIeUYnTh HEBO3MOKHOCTD IMOJyYCHHS JHOCTYI B
MOMEIICHUS IOCTOPOHHUM JTUIIAM.

Ilepconan mocTaBImHKa TOIDKEH COMEpXKaTh CBOM padodne
MecTa B YHCTOTE M mopsiake. Mycop W yHNaKkOBOYHBIN
MaTepuald IOJDKHBI OBITh HE3aMEIIUTEIbHO YyIAJICHBI M
BBIBE3EHBI Ha MECTO, KoTopoe ykazano Kcell.

ABapuitHoe 000pyZIOBaHMS WJIM 30HA DBaKyallid B Clydae
mokapa HE MOJDKHBI OBITH 3a0JIOKMPOBAHBI B PE3YJIbTATe
nesitenbHOCTH [locTaBIIUKA.

IMocTaBImMK JOMDKEH TPOBECTH Ui CBOCTO IIEPCOHAIIA
oOyueHHe TEXHUKE OC30MACHOCTH Iepe]l HayalioM paboT B
nomenienusx Keell.

5.9 OmneparuBHas 6e30naCHOCTH

1.

ITocTtaBmMk  JOJDKEH UMETh JACHCTBYIOUIYIO  CHUCTEMY
YOpaBICHUS W3MEHEHHSMH 11 BHECCHHS W3MEHCHWH B
O6usznec mponeccsl, CpeactBa 00paboTku MHDOpMALUH
00bekTOB M cucteMbl. Cucrema ynpasieHHs H3MEHEHHSIMHU
BKIIFOYaeT B Ce0s TeCThl W 0030phI, MPEIIICCTBYIOLINEC
BHEJPEHHIO W3MEHEHMH, HalpuMmep: IpoLeAyphl  I10
00paboTKe CPOUYHBIX W3MEHEHHH; MPOLEyphl 0 BO3BpaTy B
HCXO/JHOE COCTOSHHE TOocie Oe3yCHenrHbIX W3MEHEHHH;
KYpHAJbI, OTpaKaroIlde BHECCHHBIE M3MEHEHUS W KEeM W
KOTJIa OHH OBLTH BHECEHBI.

[MocTaBmMK  JODKEH  HMMETh  CHCTEMY  3allUThl  OT
BPEIOHOCHBIX MPOrPaMM, YTOOBI TapaHTHPOBATh, UTO JIFO00E
POTrPaMMHOE obecrieueHue, UCIIOJIb3yEeMOe JUIst

peaoCTaBJICHUSA IlocraBimmrkom yCHyF/MaTepI/IaHOB 1o
Coramesuro B MOJIb3Yy KCGH, 3al[UIICHO OT BPEAOHOCHBIX




Kcell

exceptions, faults and information security events and
regularly review these. Furthermore, the Supplier shall
protect and store (for at least 6 months) Log information, and
on request, deliver monitoring data to the Kcell.

The Supplier shall manage vulnerabilities of all relevant
technologies such as operating systems, databases,
applications proactively and in a timely manner.

The Supplier shall establish security baselines (hardening)
for all relevant technologies such as operating systems,
databases, applications.

The Supplier shall ensure development is segregated from
test and production environment.

5.10 Communications security

1.

The Supplier shall implement network Security Controls
such as service level, firewalling and segregation to protect
information systems.

The Supplier shall ensure that voice communication
classified as confidential and secret (as further detailed
below) is secure this means that un-encrypted
communication may not be used.

5.11 System acquisition, development and maintenance

(when software development or system development
is provided to the Kcell by Supplier)
The Supplier shall implement rules for developmentlifecycle
of software and systems including change and review
procedures.
The Supplier shall test security functionality during
development in a controlled environment.

5.12 Supplier relationship with sub-suppliers

1.

The Supplier shall reflect the content of these Security
Directives in its agreements with sub-suppliers that perform
tasks assigned under the Agreement.

The Supplier shall regularly monitor, review and audit sub-
supplier‘s compliance with the Security Directives.

The Supplier shall, at the request of the Kcell, provide the
Kcell with evidence regarding sub-supplier’s compliance
with the Security Directives.

5.13 Security Incident management

[IPOrPaMM.
ITocTaBmIMK JTOJKEH CO3/1aBaTh pe3epBHBIE KOMHUHU BAKHOU
nHPOPMAILNH, a TaKKe TPOBOANTH TECTHPOBAHUE PE3EPBHBIX
KONWA C TIeTbI0 BOCCTAHOBICHHWA HH(OpMAaIuio 1o
cormacosanuio ¢ Keell

[TocraBmuk o0s3aH BecT y4eT u 0cyniecTBISITEMOHITOPHUHT
JEACTBUI TOJL30BATENS, MCKIIOUEHUH, OMHNOOKHU COOBITHIA
HH(POPMAIMOHHOM 0€30IIACHOCTHU U PETYJIIPHO MIPOBEPSTH HX.
Kpome Toro, ITocraBuink AosmKeH o0ecrieurnBaTh 3alIUTy U
XpaHeHHe (B TedeHHEe He MeHee O MecsleB) Y4eTHOH
HHpOpPMALIMK © 1O 3ampocy NepelaBaTh  JaHHBIC
mouutopunra B Kcell.

IlocTaBIIMK [OJIKEH AKTMBHO W CBOEBPEMEHHO YIIPABJIATH
(dakTopamu ySI3BUMOCTH B OTHOIIEHUHU BCeX
COOTBETCTBYIOIIMX TEXHOJOTUH, TaKUX KaK OIlepallOHHbIE
CHCTEMBI, 0a3bI TaHHBIX, IPIIIOKEHHS.

[loctaBmuK  MOMKEH  yCTAaHOBHTH  0a30BBIE  YPOBHH
0e301MacHOCTH (ycunenue 3aIUTHI) TUTST BCex
COOTBETCTBYIOIIMX TEXHOJOTUH, TaKUX KakK OIllepallOHHbIE
CHCTEMBI, 0236l TaHHBIX, IPIIIOKEHHS.

[MocraBmuK [ODKEH OOECIICUUTh pa3TPaHUUYCHUC MEKIY
TECTOBOW U ITPOU3BOJCTBEHHON CPEION.

5.10 be3onacHocTh CBSI3H

1.

[MocTaBIIMK [OJDKEH BHEAPHTh CPEICTBA KOHTPOJSL HaJ
CeTeBOI 0€30MaCHOCTHIO, TAKHE KaK YPOBCHb 00CITyKUBaHUS,
MEXKCETeBOM  9KpaH M cerperamus Uil 3alluThI
UH(POPMALMOHHBIX CUCTEM.

[MocraBmuK MODKEH OOCCIEYHTH 3aIIUTy U OE30MacCHOCTH
rOJOCOBOM KOMMYHHKAIIMH, OTHECEHHOW K KaTCrOpUH
KOH(HICHIIMATIBHON U CeKpeTHO# mHpopMmanuu (Kak Oojee
OIPOOHO OMHUCAHO HWIKE), T.C. 3alPEIleHO HCITOJIb30BAHNE
cBsi3M 0e3 muQppoBaHusl.

5.11 IIpuodperenue, pa3padoTka U CONPOBOKAEHHE CUCTEMBI

2.

(nmpu  pa3zpaGorke IlocTaBHUKOM  NPOrpamMMHOIrO
obecnieyerusi miu cucremnl 1Js Kcell)
ITocTaBmiMK [OOMKEH BHEIPUTH IMpaBWia Ui BCEro

YKU3HEHHOTO [IUKJIA Pa3pabOTKH MPOrpaMMHOTO 00eCeYeH s
U CHUCTEM, BKJIFOUAsl IPOLEYPhl H3MEHEHUS 1 0030pa.
[MocTaBiuk 06s13aH MPOTECTUPOBATh (DYHKIHH OE30MACHOCTH
B Ipoliecce pa3paboTKU B KOHTPOIHPYEMOH cpejie.

5.12 Ornomenns [MocTaBmmkam ¢ cyonoapaI4uKaMu

L.

[locraBmMK [ODKEH OTpPaXkaTh COJACPIKAHHE HACTOSIIUX
JupektuB  1mo  O€30IacHOCTH B JIOTOBOpax  C
CyOnoapsIYUKaMU, IPUBIICYCHHBIMU K BBITOJHCHHUIO 33/1a4 B
cootBeTcTBUH ¢ COTJalICHUEM.

[MocraBmmuk 00s13aH peryisipHO KOHTPOJIUPOBATH,
aHaJM3MpOBaTh W TMPOBOJHUTH TMPOBEPKY  COOINIOCHUS
cyonoapsmaukamMu TpedoBaHui JIMpeKTHB 10 OE30TTACHOCTH.
IMocTaBmuk 00s3aH, Mo TpeboBanmio Kcell, mpemocTaBuTh
JIOKAa3aTehCTBA COOITIOIEHUS CcyOnmoApsAIUKaMu
TpeboBaHui JIUpeKTHB 110 OE30TTACHOCTH.

5.13 YnpaBieHue HHUHMIEHTAMHU 0€30I1ACHOCTH
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The Supplier shall have established procedures for Security
Incident management.

The Supplier shall report security related incidents to the
Kcell without any unjustified delay in an effective and
accurate manner.

The Supplier shall provide the Kcell with support in case of
forensic investigation.

5.14 Business continuity management

1.

2.

The Supplier shall identify business continuity risks and take
necessary actions to control and mitigate such risks.

The Supplier shall have documented processes and routines
for handling business continuity.

The Supplier shall periodically assess the efficiency of its
business continuity management, and compliance with
availability requirements (if any).

The Supplier shall regularly test measures securing the
delivery of services if such are put in place.

5.15 Compliance

1.

The Supplier shall comply with all relevant legislation and
contractual requirements including but not limited to
Personal Data protection.

[TocraBmMK JODKEH MMETh JCHCTBYIOIIME MPOIEIYPHI IO
VYnpaBieHus: HHIUACHTaMH 0€30MaCHOCTH.

[ocraBmuk 00s13aH CBOCBpEMEHHO M TO4HO coobmate Keell
00 MHIUJCHTAX, CBSI3aHHBIX C HAPYIICHUEM 0E30M1aCHOCTBIO,
6e3 He0OOCHOBAaHHOM 3a/IEPKKH.

IMocTaBmuk moJpKeH oKa3wpiBaTh coxelictBue Kcell npwu
MPOBECHUH CYACOHOM AKCIIEPTH3HI.

5.14 YnpasJieHue HeNPepbIBHOCTHIO OU3Heca

L.

4.

[locraBmIMK JOJKCH BBISABISATH PHUCKU, CBS3aHHBIC C
HETPEPBIBHOCTHIO OM3HECA, M IPUHUMATh HEOOX0IUMBICMEPHI
JUTSL KOHTPOJISL U CHIDKCHUS TAKUX PUCKOB.

[TocraBmMK MOKEH UMETh TOKYMEHTAJIbHO O(OPMIICHHEIC
MPOLIECChl M MPOLEAYPHI Uil 00ecTeYeH s HeNpPepbIBHOCTH
omsHeca.

[MocTaBmIMK JOJDKEH MNEePHOAMYECKH TPOBOJHUTH OLCHKY
2 PeKTHBHOCTH yTpaBIeHUST HEMPEPHIBHOCTHIO OW3HEca H
cobmoeHne TpeOOBaHUN IO JOCTYNMHOCTH (TIPH HATUYIHH
TaKOBBIX).

[TocraBmMK JODKEH PErYJSIPHO TIPOBEPSATH MEphI IO
00CCIICUCHHIO OKAa3aHHS YCIIYT, IPU UX HAJTHYUH.

5.15 Cobnonenue TpedGoBaHuii

L.

IlocTaBIMK JIOJKEH CO6JHO,HaTL BC€ COOTBETCTBYIOLINEC
3aKOHOAATCJIbHbIC AaKTbl W JOT'OBOPHBIC Tpe6OBaHI/I$I,
BKJIrO4as, HO HEC OrpaHNYMUBasACh OTHUM, 3aluTy

2. The Supplier shall, on request, provide the Kcell with a [TepcoHanbHBIX JTAHHBIX.
compliance status report with regards to these Security | 2. TlocraBuiuk M0JKeH, IO 3ampocy, npeaoctaBuTh Kcell oTuer
Directives without any unjustified delay. 0 COONIIO/IeHUU TPeOOBaHUM, YCTAHOBJIEHHBIX HACTOSIIIAMH
3. The Kcell has the right to audit how the Supplier and its sub- JupexktuBamu 10 0e30mMacHOCTH 0e3 HeoOOCHOBAaHHOM
suppliers fulfil the Security Directives or corresponding 3aJIePIKKH.
requirements. 3. Kecell BmpaBe mposepsars  [locraBmmka © ero
CyONOAPSIUYMKOB HA MPEAMET BBINOJIHEHHs JIUPEKTHUB M0
0€301MaCHOCTH MJIM WHBIX COOTBETCTBYIOIINX TPEOOBAHUH.
6 IT SECURITY 6 IT BE3OITACHOCTb
The Supplier’s environment 6.1 TpedoBanus k pecypcam IlocTaBuuka
1. The Supplier’s hardware and/or software which are used for | 1. OGopyznoBanue n/uinu MIpOrpaMMHOE obecrieueHne
processing Kcell’s information shall have appropriate [TocTaBmuka, KOTOpBIE HCIOJNB3YIOTCA JUIT  00paboOTKH
information security protection in place, as set forth by uapopmanuu  Kcell, mOKHBI HMETh COOTBETCTBYIOLIYIO
legislation, regulations and industry best practise (e.g. NCHCTBYIOILY O 3aIUTY nHpOpPMAIUH oT
Security administration routines for malware protection, HECaHKIIMOHUPOBAHHOTO JIOCTYIA, KaK 3TO MPEAyCMOTPEHO
Patch management, User authentication, Access control, 3aKOHOIaTENLCTBOM, [TOJI0KEHUSIMU u Mepe0BbIMHU
Confidentiality — protection, Incident detection, Log OTpPaciCBBIMH  NpPakTHKaMH  (HAOpuUMmep,  IpOTrpaMMbI
management , Disaster recovery, Key management, Network yIpaBieHUs] OS30MACHOCTH Ul 3aIlUThl OT BPEJOHOCHOTO
security management and Physical protection of IT- 10, ynpaBJIeHHE IPOrpaMMHBIMU BCTaBKaMH,

resources).

Services or software harmful for the processing of data or the
operation of the system shall not be installed or active inthe
systems used for performing the tasks defined in the
agreement.

Systems storing and processing data shall be set up and
“hardened” according to the software vendor’s
recommendation and best practices.

The Supplier shall have a continuity plan for the production
environment used when providing services.

The Supplier shall ensure that the Supplier’s own

ayTeHTH(UKALUS [0JIh30BaTEICH, KOHTPOJIb AOCTYIA, 3alUTa
OT packpeITUs HHGOpPMAIMK, OOHAPYKCHUE M PETUCTPAIIHS
aBapUIHBIX CUTYAIHi, yIIPaBICHHUE KYPHAIAMU PETHCTPALIUH,
obecrieueHrne (pyHKIMOHHUPOBAHHS B CiIydae 4Ype3BbIUAHBIX
CUTYaIU, yIpaBieHUE KIIFOUaMH, yIpaBICHUS
0e301MacHOCThIO ceTH U pu3ndeckas 3ammra [T-pecypco).
CepBHCHI WJIM TIPOTPaMMHOE 00ecIiedeHrne, HAHOCSIINE BPE
JAHHBIM TIPY UX 00pabOTKe WM SBJISIONINECS TYOUTEIbHBIMU
Juisi pabOThl CHUCTEMBbI, HE JOJDKHBI YCTAHABIMBATHCS HIIH
AKTUBU3UPOBATHCS B CUCTEMaX, UCIIOJIB3YEMbIX IS
BBINOJIHCHHUS 33124, OTIPEIICIIEHHBIX B IOTOBOPE.




Kcell

environments used for functions specified in the agreement
are monitored in such a manner that events violating
information security are detected and traceable to a specific
person. If agreed between Kcell and Supplier, monitoring
data shall be transferred to Kcell.

6. The Supplier shall ensure that backups of the information
processed on behalf of Kcell by the Supplier are taken, and
that such backups are restorable when the information is
handled in the Supplier’s environment.

7. Backup copies shall be handled with the same confidentiality
as the original data. Backup copies shall be stored separated

from the original data to prevent simultaneous destruction of

both original data and the backup copy in a disaster situation.

8. The Supplier shall keep audit trails according to legislation
or as otherwise defined in the agreement. The Kcell must,
without delay, get access to relevant audit trails relating to
the Kcell when managing security incidents.

9. System administrators or other high privilege users shall

authenticate using strong authentication (2-factor).

Remote access users shall be authenticated using strong

authentication when accessing the system from untrusted

networks.

11. Laptops and removable media shall be encrypted if used or
moved outside of the Suppliers facilities.

Kcell’s environment

1. Equipment and IT functionality supplied by Kcell shall only
be used for performing agreed services.

2. Equipment and IT functionality supplied by Kcell shall be
handled according to Kcell’s instructions.

3. The Supplier shall protect Kcell assets in its care from
accidental losses or theft.

10.

10.

I1.

CuctemMbl XpaHEHUs U OOpaOOTKM JaHHBIX JOJDKHBI OBITH
pa3paboTaHbl U YCUJICHBI B COOTBETCTBHH C PEKOMEHIALMSIMU
MOCTABIIMKA IPOrPAMMHOTO OOECHeyeHns M TepeJOBBIMU
MPAKTUKAMHU.

[TocTaBmMK  J1OJDKEH UMETh TUIaH obecrieueHust
HETIPEPBIBHOCTH  (QYHKIMOHHUPOBAHHUA IPOHM3BOJCTBEHHOTO
000pyIOBaHNUS, UCTIONB3YEMOT0 TIPH MIPEIOCTABICHUH YCIYT.
[TocTaBmuK MOOHKEH MNPEAOCTABUTH TAPAHTHH B TOM, HTO
coOcTBeHHBIE pecypchl [locTaBminka, HCHOIb3yeMBbIE IS
OCyIIeCTBIICHUST ~ (YHKIWH, yKa3aHHBIX B  JOTOBOpE,
KOHTPOJHUPYIOTCA TaKUM 00pa3oM, 4TO COOBITHS HapyIICHHS
nH(opMannoHHOI 6€301MacHOCTH MOT'YT OBITh OOHAPY>KEHBI U
OTHECEHbI K KOHKpeTHoMy Jniy. [lo cornacoBanuio Mexmy
Kcell u IlocraBmukoM, JaHHbIE MOHUTOPHHIA HEPEIAIOTCS
Kcell.

[MocraBmmk 00s3aH o0OecrevnTh PE3EpPBHOE KOIHMPOBAHHUE
nudopmauny,  obpadartbiBaemoir ot  mmenn  Kecell
[TocTaBmUKOM, W BO3MOKHOCTH BOCCTAaHOBJCHHS TaKHX
pe3epBHBIX Komui mpu o0paboTke wuHDOpMammu B cpeje
[TocTaBuuka.

Pe3epBHBIC KOMH JOIHKHBI 00padaTBIBATECS ¢ COOTIOACHHEM
AHATIOTHYHBIX TpeboBaHUH coOmIoneHISI
KOH(MACHIMAIBHOCTH, Kak M IpH 00paboTKe WMCXOIHBIX
JIaHHBIX. Pe3epBHbIE KOMUK JOJDKHBI XPAaHUTHCS OTAEIBHO OT
WCXOJHBIX JIaHHBIX JUIS TPEJOTBPAIIECHHS OJHOBPEMEHHOI'O
YHUUYTOXKEHUSI, KaK HMCXOJIHBIX JaHHBIX, TaK M PE3EPBHBIX
KOIIMI{, IPY BO3HUKHOBEHHH YPE3BbIYaHON CUTYalUH.
[MocTaBmyk 00s13aH XPaHUTh )KypPHAJIbl PETUCTPALIMN COOBITHIH
B COOTBETCTBUH C 3aKOHOIATEIHCTBOM WIJIM HHBIM 00pa3oM, Kak
onpeneneno B goroBope. Kcell momkHO He3aMeTHTEIHHO

MOJYyYUTh  JIOCTYI K  COOTBETCTBYIOLIMM  JKypHAJIam
peructpanun coObITHiA, UMeromux oTHomenne k Kcell, mpu
pPaccMOTpEHUH u YperyJiupoBaHUU MHIU/ICHTOB
nH(POPMAIMOHHON 0€30TTaCHOCTH.

CHUCTeMHBIC aJMUHUCTPATOPEI u Jpyrue
BBICOKOTIPHBIJICTUPOBAHHBIC II0JIb30BATEIIH JIOJKHBI

OCYIIECTBIISITh aYyTCHTU(PHUKAIMIO C HCIIOIb30BAHUEM CTPOTOM
(2-x bakTOpHOI) ayTeHTHUKALMN.

[Tonb3oBarenu ynanéHHOTO JAOCTYNa YCTaHABIMBAIOTCS C
HCIIOJIB30BAaHUEM CTPOTOM ayTeHTH(UKAIUK TPU JOCTYIEC K
CHCTEME M3 HeHAJEKHBIX CETCH.

HoyTOyku u mepeHOCHbIe HOCUTEIH MOJIekKaT MU(pPOBAHUIO
MpU  WCTOJB30BAaHUU WU TEPEMEIICHUI0 3a TPEACIIb
noMemennii [TocraBiyka.

6.2 TpedooBanus k pecypcam Kcell

1.

O6opynoBanue u UT-GyHKITUOHATHHOCTD, TIPEIOCTABIISIEMbIC
Kcell, mOmKHBI HCIOIB30BATHCS TONBKO IUIS BBHITIONHEHHS
COTJIACOBAHHBIX YCIIYT.

Oo6opynoBanue u [T-QyHKIHMOHAIBHOCTD, MPEIOCTABISIEMBIC
Kcell, mOmKHBI 3KCIUTyaTUPOBATbCS B COOTBETCTBHH C
nHerpykuusmu Keell.

[TocTaBmuk nomkeH obecrednTh 3amuTy akTuBoB Kcell, mpu
OKa3aHWHU TOJJICPKKH B 3aIlIUTE OT CIy4allHOW MOTEepH WU
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6.1 INFORMATION SECURITY

1.

The Supplier shall ensure the security of information handled

by the Supplier and related to Kcell. The Supplier shall act

diligently and according to applicable local law when

handling Kcell's information.

All Confidential Information provided by Kcell must, when

handled by the Supplier, be subject to the following rules:

= Paper documents, removable media etc., shall be kept in
safe control of an authorized person and handled
according to Kcell’s Security Classification instructionor
according to Kecell’s general information security
procedures.

= Voice communication of information belonging to Kcell
shall be performed in a secure manner. This means inter
alia that analogue wireless telephone systems,
unencrypted public IP telephony or unencrypted
communication radio may not be used. Communicating
information from public premises is not allowed.

= Data communication of Kcell information shall be
performed in a secure manner (e.g. using end to end
encryption during transmission, using communication
links trusted by Kcell or using security measures in
generally used software). Exception from this rule
requires Kcell’s written consent.

= The Supplier’s Personnel may under no circumstances
deliberately try to access information not needed for the
assignment agreed upon, or information for which the
Supplier’s Personnel is not granted access. If any person
of the Supplier’s Personnel unintentionally gains
unauthorized access to information, this shall promptly be
reported to Kcell.

Regarding handling of information, the Supplier is only

allowed to copy or reproduce information on data files, hard

copy or other tangible media as part of tasks performed for

the Kcell.

The person producing copies for personal use (working copy)

is responsible for their destruction when they are not to be

used anymore.

Copy or reproduction shall not be done in such a way that

marking of owner of information or security class is

removed.

The Supplier shall always handle information on data files,

hard copy or other tangible media in such a way that

considerable effort is required from unauthorized persons to

gain access to the information, regardless of if the

information is handled within the Supplier’s premises or not.

The Supplier shall ensure that the information handled by the

Supplier and related to the agreement is not mixed with

information not related to the agreement.

Data used in production shall never be used in development

or test. However, if test data cannot be used, the system shall

comply to the same security requirements as the

L.

KPaKH.
6.3 UndopmannonHas 6e30MacHOCTb
[MocraBmuk JIOJDKEH obecrieunThb 0e301acHOCTb
nudopmannu, oOpabaTbiBacMOi IMocraBmukom u
ortHocsimedicss k AO  «Kcemwm». IlocraBmmk — 00si3aH

JeHCTBOBATH TOOPOCOBECTHO W B COOTBETCTBHH C MECTHBIMH

3akoHaMu Tipu oOpadoTke nHpopmanuu AO «Kcemm».

Best Kondunennuanpaass wHQOpMAIWs, NPEAOCTaBICHHAS

AO «Kcemm», mODKHA COOTBETCTBOBATH  CJICIYIOIIMM

TpeboBaHuAM Tipu e€ 00padoTke [TocTaBIMKOM:

e JlokyMEeHThI Ha OyMa)XHbIX HOCHTEISX, ChbEMHbBIC
HOCUTEN MHOOPMAIMK U T.I., NOJDKHBI XPAaHUTBCS IO
CTPOKAMIIUM KOHTPOJICM YIIOJHOMOYEHHOrO JIMIA U
00pabaThIBaThCs B COOTBETCTBUU ¢ MHCTpyKuueid mo
ompenenenuto rpuda cekpernoctu AO «Kceemn wiu B
COOTBETCTBUH c oomMu MpoIeIypaMu
nHpopManmoHHou 6e3omacHocTr AO «Kcemm.

e Tonocosas mepenaua uapopmaimu, oTHocsecs k AO
«Kcemm», momKHA OCYIIECTBIATHCS C COONIOICHUEM
pexrMa 0€30TaCHOCTH. DTO O3HAYaeT, CPEIU MPOUEro,
YTO aHAJIOT OCECIpPOBOJHBIX TeNe()OHHBIX CHCTEM,
HemmdpoBanHas oOmenoctynHas IP-tenmedonus wmu
HemmdpoBaHHAs ~ PaAMOCBA3b  HE  MOTYT  OBITh
UCIIOJIb30BaHBbI. Iepenaua uHpOpMAIUT or
OOIIECTBCHHBIX MIOMCIICHUN HE JIOMYCKACTCSI.

o [lepemaya pamHbix AO «Kcemn» ocymiecTBisieTcss B
0e30macHOM peXuMe (HampuMep, C HUCIOJIb30BaHHEM
CKBO3HOI'O udpoBaHus npu nepeaue, c
UCIIOJIb30BAaHUEM KaHAJIOB CBs3U, B KOTOphIX AO
«Kcemm» yBepeH, WIM C HWCHOJBb30BaHHEM MeEp
0e301MacHOCTH, KOTOpBIE 0OBITHO HCTIOJIB3YET
nmporpaMMHOe oOecrniedenune). VICKIIOoueHHe U3 JTOro
npaBuiia TpedyeT mrucbMeHHoTo cormacus AO «Kcemmy.

e [lepconan IlocraBminka HE BHIpaBe HHU MNPH KAKHUX
00CTOATENTLCTBAX ~ HAMEPEHHO TBITATHCA  MOJIYUIHTH
JOCTYI K WH(OpPMAIHH, B KOTOPOH HET HEOOXOIUMOCTH
JUIL  BBITIOJIHCHUSI COTJIACOBAHHOTO 3alaHUsl, WIH K
UHQOpPMALIMY, B OTHOIICHWU KOTOPOH MEpCcOoHATy
IocraBiuka q0cTyI He pefocTaBisieTes. B cinydae eciu
nr000#t cotpymuuk w3 uucia [lepconana I[locraBimka
HEeTIpeTHAMEPEHHO TIOJyYUT  HECAHKIIMOHHPOBAHHBIN
noctyn K uHpopMmarmu, To AO
«Kcemm» momxeH OBITh HE3aMEUTUTEITFHO YBEIOMIEH 00

ITOM.
OtHocHuTenbHO  00paboTku  wHpopManuu  [locTaBIIUKY
pa3pemieHo  TOJbKO KOMMPOBAaHHE U  BOCIPOHM3BEICHUE

HHpOpMALUK, XpaHsIIeiics B GailylaXx TaHHBIX, HA CYATHBIX
HOCHUTEIISIX WIN JPYTHX MATePUAIIbHBIX HOCUTEISX B paMKaxX
3a1a4, BeImoaHsaeMbIX 111 AO «Kcemny.

JIumo, mpowsBoJsIICe KOMUAU Ui JIMYHOTO IOJIb30BAHUS
(pabouass  komumsi), Hec€T OTBETCTBCHHOCTh 3a  HX
YHHYTOKCHUE, €CITU OHH OOJIbIIE HE OY/IyT UCIOIh30BATHCSI.
KomnupoBaHnne niu BOCIIpOU3BEACHNE HE JODKHBI TTOBJIEYbh 32
c000¥ yaieHne MapKHpPOBKH COOCTBEHHHMKa WH(OpMariu
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10.

production system.

Obtaining information for test purposes from a production
environment always requires Kcell’s written consent.

At the ceasing of the agreement, or when an assignment no
longer requires processing of data, the Supplier shall deliver
all data which is related to the processing performed on
behalf of Kcell to the Kcell or, to the extent not possible,
certify destruction of the same.

10.

WJIK KaTeTropuun 0e30MacHOCTH.

[MocTaBmMK  JOMDKEH  OpU  BCEX  OOCTOSITENBCTBAX
oOpabarpiBaTh HMH(DOpMaNMIO, XpaHsAnlyocs B (aiinax
JAHHBIX, HA  [EYaTHBIX  HOCHUTEISIX  WIM  JPYTHX
MaTepHaIbHBIX ~ HOCHUTENSAX, TaKUM  00pa3oM, 4YTOOBI

ITOCTOPOHHUM JIMIIaM TOTPEOOBAIMCHh 3HAUYNTEIIBHBIE YCUITHS
JUTS TIOJIyYCHHs JIOCTyna K WH(OPMAILUKM, HE3aBHCHUMO OT
TOro, oOpabaTthiBacTCs 1M HWH(POpPMALUS B MOMEHICHUSIX
ITocraBiIyKa WK HET.

[ocraBimuk rapantupyet, 4to nHGopMaIws o0padaTeIBacTCs
[MocraBmukoM, © 4YTO UWHPOPMANUS, OTHOCSIIASACT K
JIOTOBOPY, HE CMEIIMBACTCS ¢ MHPOpPMAIUCH, HE CBI3aHHOI C
JIOTOBOPOM.

JlaHHBIC, WCIIONB3yeMbIC B IPOU3BOJACTBE, HU IPH KAKHUX
00CTOATENLCTBAX  HE  JOJDKHBI  HCIIOJIB30BATHCS  JUISK
pa3paboTKH WM TECTUPOBAHMI. BMecTe ¢ TeM, €CJIi TeCTOBBIC
JIaHHBIE HE MOTYT OBITh UCTIOJB30BaHbI, TO CHCTEMA JOJIKHA
OTBEYATh  AHAJIOTUYHBIM  TpeOOBaHMAM  OE30TACHOCTH,
KOTOpbIE MPUMEHSIOTCSI B OTHOIIICHUH TIPOU3BOICTBA.
[Monyuenne nHGOpPMAIMK B TIESIX TECTUPOBAHUS U3 001aCcTH
MIPOU3BOJICTBA JIOIYCKACTCS TOJIBKO C MUCHMEHHOTO COTJIACHS
AO «Kcemny.

[pu npekpanieHuu J0roBopa, Mk CIIU BBIOTHCHHE 33 JaHHsT
Oosblie He TpeOyeT 00padoTKku HaHHbBIX, [TlocTaBiuk 00s3aH
nepenate AO «Kcemm» Bce TaHHBIC, KOTOPBIC CBSI3aHBI C
00paboTko#, BeITONHSAEMOW oT mMmenn AO «Kcemmy, wm,
HACKOJIBKO 9TO HEBO3MOXKHO, MPEIOCTABUTH CBUACTEIHCTBO
€€ YHUUTOXKEHHUS.

7 Information Security Confidentiality class description and
handling requirements

Class/ Kinace

Confidential /
KondunenuunansHaas

Description / Onucanue

The unauthorized access or disclosure
of information could damage Kcell, its
organization, critical functions,

7 Onucanue KaaccoB KOH(PHUIEHINAIBLHOCTH U MPaBUJIa
oOpaieHusi ¢ KOH(puAeHIHAILHOI MHpopManueit

Examples of information types / Ilpumepsl THIIOB
uHdopmanuun

- certain information based on legal requirements e.g. personal
data of customers or employees
- sensitive business plans, strategies and decisions (e.g.
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Internal / Buytpenusis

workforce, business partners and/or its
customers. /

HecankunoHupoBaHHBIN JOCTYT WITH
PpacKpbITHE HH()OPMAIUH MOKET
HaHecTH ymiep6 Kcell, ee
OpraHM3aliy, KPUTUIECKH BaXKHBIM
GbyHKIHIM, pabodeii crie, IeI0BbIM
MapTHEPaM | / WA KIIMEHTaM.

The unauthorized access or disclosure
of information could cause minor
damage Kcell, its organization,
critical functions, workforce, business
partners and/or its customers. /
HecaHKIIMOHUPOBAHHBIN TOCTYIT WITH
packpeITHE HHPOPMAIMH MOKET
HaHECTH He3HAYHUTeJbHBIH ymepo
Kcell, ee oprannzannm, KpUTHYECKH
Ba)XHBIM (DyHKIMSM, pabodel cuie,
JICTIOBBIM MapTHepaMm H / Hin
KIIHEHTaM.

Krto MO2KeT
NOJYYUTh
J0CTYI K
HH(pOpMaLUH

Kak xpannts

marketing plans) /

- ompeeneHHas HH(OPMAIH IIPABOBOTO XapaKkTepa,
HaNpHUMep, JTMIHbIC JAHHBIE KITHEHTOB MM COTPYAHUKOB

- KOH(MHUACHIIHATbHBIEC OU3HEC-TUIAHBI, CTPATETHH U PEIICHHUS
(HampuMep, MapKETHHTOBBIE IITAHBI)

- information that is meant for Kcell's internal use

- communication materials targeted to all Kcell employees
e.g. related to Kcell organization, strategy, products,
employee services /

- nHMOpMAaIWs, IPEeAHA3HAYCHHAS Il BHYTPEHHETO
ucnonb3oBanus Keell

- nH(MOPMAIMOHHBIC MaTePHAIIBI, IPETHA3HAYCHHBIC IS
cotpymnaukoB Kcell Hanpumep, cB3aHHBIE C OpTraHU3aluei,
CTpaTerue, mpoIyKIueH, 00CIy)KUBaHIEM COTPYIHUKOB

Kaxk
HCII0JIb30BATh

Kak
nepeaaBaTh

Kak OlIEHUTh
HE00X0AMMOCTh B
3amuTe (MOAXOM,
OCHOBAHHBIM Ha
puckax)
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3alUIIEHHOTO  OT
MIPOHUKHOBEHHS U
MIPOCITYLINBAHUS
(TmocTOpOHHUMH
JIUTIAMHU)

Confidential A limited and Logically and Through To be used by It shall be hard for
controlled group  physically secure authorized persons unauthorized
of persons only controlled and communicati for business persons to get

trusted storage* on channels purposes only access to the
with strict access ~ or within a within a controlled  information. Only
control controlled workspace or place ~ well motivated
and trusted protected from attackers could
network, orin  insight and dismantle the
a secure eavesdropping (by protection.
portable unauthorized
storage™ persons)

KoundunaenuuansHast Tonbko Jlornueckn u Ilo Host ITocropornaum
OrpaHMYCHHAs U (H3UYECKH 3aIIUIICHHBI HCTIOJBb30BaHHS JHLAM TPYIHO
KOHMpOAUpyema  KOHTPOIUPYEeMOe M  KaHajaM  YIIOJHOMOYECHHBIM MOJTYYUTh TOCTYII K
5 TPYIIIa JIHIT XpaHeHHe™ TpU  CBS3M WIM 0 | JMAMA B UH(OpPMAIHUH.

CTPOTOM KOHTPOJIUPYE  KOMMEPYECKHX Tonbko

KOHTpOJIE MO# W [emsiX TOJNBKO B 3aHHTEPECOBAHHBIC

JOCTyma HaJIeKHON npenenax 37I0yMBINLIEHHUKA
CeTH, WIH Ha  KOHTPOJIUPYEMOTO CIHOCOOHBI
3allUIEHHOM  pabovero B3JIOMATh 3aIINTY.
MOPTATHBHOM  MPOCTPAHCTBA HJIH
HakomuTene™ MecTa,
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Internal

BuyTtpennss

Those who
perform work
for Kcell JSC

Te, KTO
BEITIOJIHSAET
padory s AO
“Keemr”

Under logical
and physical
access control

Jlornueckuit
¢dusngeckuit
KOHTPOJTh
JOCTyTa

n

Through
protected
communicati
on channels or
within a
trusted
network

Ilo
3aIIMUIIECHALI M

KaHaJlaM
CBSI3H MU II0
KOHTPOJIHUPYE
MO "
HaJCKHOMN
CceTH

To be used by
authorized persons
for business
purposes only
within a controlled
workspace or
placeprotected
from insight and
eavesdropping (by
unauthorized
persons)

Jlrst
HCTIOIb30BaHUS
YIOJHOMOYEHHBIM
u JIMIAMA
B
KOMMEPYECKUX
LEeNSAX  TOJBKO
B
npezenax
KOHTPOJUPYEMOTO
pabouero
MPOCTPAHCTBA WK
MeCTa,
3aIUIICHHOTO
0
TOPOHUKHOBEHUS
HIPOCITYITUBAHUS
(TIOCTOPOHHUMH
JIUTIAMH )

It shall be unlikely
for unauthorized
persons to get
access to the
information. Only
motivated
attackerscould
dismantle the
protection.
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Kcell

KCEJUJI AK KAYITICIBAIT'TH KAMTAMACBI3 ETY ’KOHIHAEI'T IUPEKTUBAJIAP
1 CunarramMacel

Ochbl KyxaT («Kayinci3aikti kKamTamachI3 eTy XeHiHaeri aupekTusanap») XXeTkisywinepre (tromeHaeri
aHblKTamara camkec), coHpan-aK Kcell AK-HbIH 6enrini 6ip ickepnik cepiktecTepiHe KongaHbiNaTbIH
Kayincisgik xxeHiHgeri Tanantapabl cunatranabl. Kayincisgik xxeHiHgeri kocbiMwia Tanantap
XeKernereH Xxargannapaa TapTbifiFaH TapantapAablH KeniciMmi 6onfaH kesae KonaaHbiybl MYMKiH.

2 AHbIKTaMaJiap

1. «Kedmicim» Kcell AK men XKerkizyui Hemece oraH calikec Kayinciznik skeHiHAer! TUpeKTHBaNap KOJIaHbUIATHIH jKoHE ojap Oip
6euiri bonbin TabbUTaTHIH Oacka na Kcell AK 6usHec-cepikTeci apachIHIAFbI KENICIMIL OUTIpe .

2. «Kcell nepexrepi» Kcell nemece Kcell arpinan apexer eTeTiH TyiFa )eTKi3ylrire 6epeTi AepexTep i Hemece 6acka aknaparThl,
conyaii-ak JKeTKi3yIiHiH OCbIHal IepeKTep i OH/Iey HOTHKECIH Olaipeni.

3. «AKnmaparTel 6HJey Kypajiapbl» aknaparThl OHJAeYy JKOHIHAEri Ke3 KeINreH  IKyhenepii, KbeI3METTepAi HeMece
nH(PaKypbUIBIMIIBI HEMECE 0J1ap OPHAJIACTHIPBIIATHIH JKeKe YH->Kainap bl Ouiaipeni.

4. «FEcem :kypri3y» aknapaTTbl HEMECe OKHUFaIapbl 9IETTe, OChIHIAM aKIapaT HeMece OKHUFa TYBIHAAUTBIH PETTUIIKTE €CETKE aly
KYHeCIHIe xKa3y bl OUTAIpeIi.

5. «/lepbec nepexTep» KOJJaHBUIATHIH MIHIETTI YITTBHIK 3aHHaMaHbl eckepe oThIpbin, EO 95/46/EO nupextuBachiHa (Hemece
KOJIZIaHBICTAFbI OCBIFAH YKCAc 3aHHAMara) COMKeC aiiKbIHIaIFaH MOHTE HE.
«Kp3merTep» TapanTap apaceianarel Kemicimue kenripinren ansikramara colikec Kcell kommanusceiabiH JKeTkizymrici Hemece
JKeTkizyIi aTbIHAH OpEKET €TETIH TYJIFa KOPCETETIH KbI3METTEP Il OLIIipeIi.

«Kerkizymi» Kcell koMnanuscbiHa KETKi3yli JKy3ere achlpaThiH KOHTpareHTTi Oingipeni; conmai-ak «Caryuisi», «CepikTec»
Jien atanajsl Hemece TricTi Kemicimie aiikpIHAaFaH e3re Jie 0amamaibl aTaybl 001a b,

«Kerkizymi nmepconanbl» JKeTKi3ymni aTbIHaH )KYMBIC ICTEHTIH Ke3 KeNTeH TYIFaHbI (KbI3METKepIIep, KOHCYIbTAHTTApP, KOCAITKbI
Mepairepiep skoHe 1.0.) Oimmipenti.

«KayincizaikTi 6akblaay» [T-xyiienep kayinci3giriHiH KaXeTTi TEXHUKAJBIK )KOHE calaliblK MapaMeTpliepiH Koayra MyYMKIHITIK
OepeTiH Kapchl i1c-KMMBUTIBIH TEXHUKAIBIK IIApaTapbiH, YHBIMIBIK KYPBUTBIMIBI HEMece TIPOLECTi Oimipei.

«AKNapaTThIK Kayinci3nik OKuFacbl» YHBIMHBIH SKOHOMHKAJBIK KbI3METIHIH Hamlapiaybl MEH OHBIH Kayilci3iirine karep
TOH/IPYIHIH )KOFapbl BIKTUMAJLABIFBIH TYIBIPATHIH KaYiNCI3MIKTIH KalayCchl3 HEMece KYTIEreH OKUFaIapbIHbIH OipIli- )kapbIM HeMece
CepusIChIH Olipet.

«CTpaTernsibIK Tayapiaap» xoHe «CTpaTterusiibIk KbizmerTep» Kcell koMImaHusIChl cTpaTerusIblK PeTiHAEe alKbIHAAFaH Ke3
KesreH eHiMal Hemece Kpi3mertepai Ounaipeni. CtpaTerusiiblk Tayapiaap/Kpiamertep tuicti KeiciMae HaKThI KepceTinyi THic.

3 Koananbliy asicbl
Kayincisgikti kamTamachbi3 eTy XeHiHAaeri AgupeKTBanap Kkeneci xxargannapga KongaHbinagbl:

1. XKerkizyminig Kcell nepexrepin enueyi,
2. OKerkizywinig Kcell aymarsinna 6omysl;
3. XKerkizymrire Kcell xeninepi Mmen [ T-xylienepine, OHbIH iMIiHJE KAIIBIKTBHIKTAH KOJI )KETKI3y apKbUIBI KOJI )KETKi3y/li YCHIHY;
4. Kerkizyminin Kcell akmapaTTsl eHIey xaOapIFbIH Taii1aIaHybl;
5

Kcell komnanumsice! JKeTki3ymrini TuicTi mapt Herisinge CTpaTervsiiblk Tayapiiap jkoHe/Hemece CTpaTeTHsUIBIK KbI3METTEp
MpoBaiaepi peTiHIe TAPTKAH JKaFAaibIH .
4 YKeTki3ymIiHiH TOJBIK KayanKepiIiri

JKeTkizy1i oHbIH NepcoHanbIHbIH Kayinci3qikTi KaMTaMachl3 eTy jKOHIHJET] IMPEKTUBAaHbI CAKTayblHa TOJIBIK JKayarThl 00JIaIbl.
2. Kerkizymi Kcell ymrin xe3 keireH TancslpMaHbl OpbIHAAY ainablHAa Kayinci3mik >keHiHIeri JUpeKTHBajlapra COMKeCTIKTI
KaMTaMachl3 Ty YIIiH KaXXeTT1 [apaiap/isl )Ky3ere acblpyfa MiHAETTI.

3. Kecell tanaber OGoiibiHma JKerkizymn Kayincizaik skeHiHAer! JTUPEKTHBAHBIH CaKTalybl Kajai KaMTaMachl3 CTIJIETiHI jKoHe
Kerkizymwinin Kayincizaik »eHIHIEr! AWPEKTUBAHBIH TallalTapblHa COMKECTIH KaMTamachl3 €Ty VIIIH KaHaail apanap
KoJianransl Typaibsl Keell-re xabapiayra MiHIETTI.

4. )KeTKi3yUJi ke3 kenren Kayincizaik unnuaentrepi (epbec aepexrepai eHueyre 0aliIaHbICThI HHIUACHTTEP Il KOCa aJiFaHa,
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Oipak mekTenmeit) Typansl Kcell supplier@kcell.kz anekTpoHabsIKk MeKeHKaiibl OOWBIHIIA KbICKa Mep3iMae, Oipak Kayincizmik
MHLUICHTI aHbIKTaJIFAHHAH KeWiH keminje 24 carar imiHjge xabapnuap eryre MinaerTi. TeMeHueri MHUMAGHTTEPl Oackapy
JKOHIHJIET] aKIapaTThl KapaHbI3.

5. Kerkizymi Kcell Jlepekrepin ke3 kenreH enzaey Kayimncizmik »KeHiHAEri IUpEKTHBalapra KaTaH COHKECTIKTE >Xy3ere
achIpbUIATHIHBIHA KETIIIK Oepei.

JKerkizymri ke3 kenren Kcell Jlepekrepin skoHe oappIH KellipMenepin KaiTapyra Hemece sxorora minaerTi (Kcell kapaysina kapaii).
Kerxkizymi Kemicim TokraThuFas sxarnaiina Hemece Kcell Tana0bl OOWBIHIIIA OCBI TAJANTHIH OPBIHIATYBIH ka30aia pactay sl Keell-
T'e YChIHyFa MIiHJETTI.

Kerkizymi Keell Tapansinan anaeia ana skaz6ama makyigaycsid Kemicimai 0y3a oteipsin, Kceell [lepexrepine (oHbIH
ImTiHAe JkKaHa, KEHEUTUIreH, JKaHAPThUTFAH, Y3aK HEMece HAKTBl YaKbIT PEXHUMIHIC JKellire KO JKEeTKI3YAiH e3re e
HBICAH/Iaphl) YIIHIII TYJIFajIapra Ko JKEeTKi3y i YCHIHOAYHI THIC.

5. Kayincizaik Tananrapsi
5.1 Toyekennepai 6ackapy

1. XKerkizymi Kayimnci3mik caigachlHAAFbl TOYEKEIIEp/ai aHbIKTayFa OHE OCBIHIAN ToyeKelaepii Oakplaay JKoHe a3alTy YIIiH
KKETTI mapanap KOJIaHyFa MiHIETTi.

2. KeTki3ymriHiH 63 KbI3METi IIeHOepiHAe ToyeKenaepai oHaey OOMBIHIIA KYXKATIEeH pPeciMIENTeH MpoLecTepi MEeH pacimuepi
OomyFa MiHIETTI.

3. KeTkizymri akmapaTTBIK JXKYHeJIEepMEH j>KOHE aKMapaTThl OHJCYMEH, CaKTayMeH joHe OepyMeH OalIaHBICTBI ToyeKeIaepi
Oaranaypl Ke3eH-Ke3eHMEH XKYPTi3yre THiC.

5.2 AKnapaTThIK Kayincizik canacbIHIaFbI cagcaTrap

1. JKerki3ymiHiH 93ipJEHIeH JKoHE KY)XKAaTIEH peciMJIeNreH aknaparThlK Kayinci3uikri 6ackapy xyheci (AKBXK), oubIH iminze
JKeTkizyuiHiH OacHIBUIBIFEI OCKITKEH aKIMapaTThIK KayilCi3MiKTI KaMTaMachl3 €Ty KOHIHIErT KOJIAaHBICTaFbl Casicat IIeH
pacimaep Oomysl Thic. Mynmaii kyxarrap JKeTki3ymiiHiH iIIKi pecypcTapblHaa KapusiiaHnyFa jkoHe JKeTKi3ymiiHiH THiCTi
ITepcoHa BIHBIH Ha3apbIHA KETKI31IyTe THIC.

2. Ketkizymri Kayimnci3ik camachlHAAFbl cascaT MeH paciMIep/i Ke3eH-Ke3eHMEeH KaiTa KapayFa jKoHe KakeT OOJIFaH JKarmaniaa
ostapabiH Kayirncizmik TupeKTHBaIapblHa COMKECTITIH KaMTaMachl3 €Ty MaKCaThIHA OJIapbl )KaHaAPTyFa THIC.

5.3 AknapaTThIK Kayinci3aikTi yiibIMaacTeIpy

1. XKerkizymi o3 yHbIMBI MIeHOEpiHAE KayiNCi3[iKTI KaMTamachl3 €Ty JKOHIHJAET1 peJijiep MEH MIiHAETTEp]li aHbIKTayFa JKoHe
KYKaTIeH OeKiTyre THiC.

2. Kerkizymri Kayirncizmik »eHiHIET] JUPEKTHBATIapFa COMKeC Kayirci3aik mapanapblH KYy3ere achbIpyFa sKajbl )KayanThl 00JaThIH
skoHe Kceell kayinci3mik KbI3METiHIH KbI3METKepJIepi YIIiH OaiIaHbIC TYIIFAChl OOJIBITT TAOBIIATHIH KayIlCi3aiK calaChlHIa THICTI
KY3bIpeTi Oap KeM JiereHie Oip ajaM/Ibl TaFalbIHIayFa THIC.

5.4 TlepcoHanabIH Kayinci3mirin KaMmTaMachi3 ety

1. Kerkizyi onsiH [lepconanst Kenicimie OenriieHreH KynusUTbUIBIK JCHIeliHe Colikec aknapaTThl OHJCY 11 dKY3ere achlpaThIHbIH
KaMTaMachl3 eTyre THic.

2. Kerkizymi Kemicimre coiikec akmaparThl, Kypaiaap MeH KyHenepai pykcar eTiireH naiaanany (OHBIH iIiHAe MoH- JKaiiapra
OaiaHBICTHI, TMalJaIaHyabl IIeKTey) Typainsl o3 I[lepcoHanblHBIH Xabapmap O0dyblH KamTamachi3 eryre Tuic. Kcell
JKeTkizyminiH opOip KbI3METKEPIiHEH OJapIbIH TaHBICKAHIBIFBI, Kayirnci3mik »KeHIHIeTI TUpEeKTHBAIAPIbl TYCIHETIHIITI KoHE
cakTayFa >KoHe aKImapaTThl, KypaJlgap MeH jKyhenepai pyKcaT eTUITeH MakcaTTapla FaHa TaiijalaHyra MiHISTTCHETIHIIT
Typalibl THICTI KOJIXAT Oepy/Ii Tajam eTyre KyKbUIbL.

3. XKerkizymi KemiciMm OoHbIHIIA TanChIPMaHBl OPBIHIAYFa TapTBUIFAH OHBIH Ke3 KeJITeH KhI3METKEPiHiH CeHiMal OOoJIbIn
TaOBIIATHIHBIHA, OCNTUICHTeH KAYIICI3MIiK eNmeMIepine Kayar OepeTiHiHe jKOHE THICTI CKPHUHUHITEH YXOHE JKEKe NepeKTep/Ii
TeKcepyieH OTKeHIHE KeTJIiK Oepyre THic.

4. OKerkizymi Kcell-re JKeTkisymniHiH jkayankepIIUNriMEH >XYMBIC ICTEHTIH, IapT OOMbIHIIA KBI3MET KOPCETETIiH OapiIbIK
KbI3METKEPJICPAiH, KOHCYJIBTAHTTAP/IbIH, MepAirepiaepaid koHe JKeTkizymiHiH 0acka Ja TyJFaJapblHbIH TI3IMIH aJIAbIH aja
ycbiaybl Tic. Ti3imze aThl, ’Keke KOAbl jKoHe Telae(OH HeMIpi KoHe JJISKTPOHJBIK MOITa MeKeHkaibl («OHIM Oepymri
MEePCOHAJIBIHBIH Ti3IMI») CHAKTHI OaiiaHbIiCc aKnapartsl 00Jysl THIC jkoHe JKeTKizym mapTThIH KOJIJaHbLIy Mep3iMi ilIiHae Ke3
KeJITeH YakpITTa Ti3imre earepicrep enrizyi tuic. XKerkizymi Ilepconansinbin Tizimi Kcell xyitenepine nemece Kceell yii-
JKafTapbIHa KOJI )KETKi3y KYKBIKTAPBIHBIH IIBIHABIFBIH TEKCEPY YIIH CUITEME PeTiHAe TeKCepyJIep/i )Ky3ere achpy Ke3iHae Ke3
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KEJITeH YaKbITTa ITaii/1aaHbuTy bl MYMKIH.

Kerkizymi kayincizaik yuin xayantsl XKerkizym [lepcoHabIHbIH Kayinci3AiKTI KaMTaMachl3 €Ty JKOHIHJETI 03 MIHIETTepiH
THICIHILIE JKY3€re achlpy YIIIH KaKeTTi OKBITY/IaH OTy1H KaMTaMachl3 €Tyre THic.

Kerkizymi JXKeTki3ynriHiH THICTI EpCOHAIBI YIIIH Kayilci3IiKk OOMBIHIIA TYPaKThl OKBITY/IbI )KYPTi3y/li KAaMTaMachl3 €Tyl THiC.
MyHp1ait OKBITY LIEKTEYCi3 MbIHAJIAP/Ibl KAMTYBI THIC!

a. KiMeHTTiH akmapaTThIK Kayilci3miriH Kajxaid KaMTaMachl3 €Ty (SFHH aKMapaTThIH KYTUSUTBUIBIFBIH, TYTACTBIFBIH KOHE
KOJDKETIMIUTITIH KOpFay);

b. Knuentrepai akmapaTTapbl MEH JKyHeJIepiH KOpFay YIIiH Here aKnapaTThIK KayiIci3IiK KaKeT;

c. Kayinci3nikke TOHETIH Kayin-KaTepyiep/iH ajlbl TypJiepi (MbIcaibl, )KE€Ke JAEPEeKTepAl ypiay, 3UsSHIbI
Oarmapiamaiap, XakepJiep, aKmapaTThIH Tapajblll KETY1 XKoHe 1IIKi Kayir-KaTep);

d. AxnmaparThIK Kayirnci3ik casicaTblH CaKTayablH jKOHE THICT1 CTaHAapTTap/paciMaep i KOTaHY IbIH MaHbBI3IbIIBIFBL;

e. AKmaparThIK Kayilci3mik YIIiH JaepOec KayanmkepIiulik (MbICallbl, KIMEHTTIH JKeKe NEepPEeKTepiH KOpFay, COHIai-ak
Kayinci3ikTi Oy3y/IbIH HAKThI )KoHE O0JDKaMIbI JKaFaiiapbl Typajbl aknapar oepy).

Kerkizymi  Kcell ymin Tanceipmanapasl  opbiHgaidteiH - JKerkizymi  IlepcoHanbHBIH — Tancelpmara  OaiaHbICTHI
TEJICKOMMYHHMKALIMSUIBIK JIEPEKTEP MEH OM3HEec-aKIapaTThlH KYNUSUIBLIBIFBIH CaKTay J>KOHIHJEr! MiHAETTEeMelep Typallbl,
COHJIali-aK aKnaparThlH, Kypajjgap MeH jKyHenepaiH OeKiTUIreH naijanaHbluIybl Typaiisl Xadapaap OOTyblH KaMTaMachl3 €Tyre
tic. Kcell Xerkizyminin [Tepconanbinan OapiblK KbI3METKEpJep pyKcaT eTireH MakcaTTapla JKyHelep MeHKypajaapbl
naiansany KeHiHAerl MiHAeTTeMeNep i TYCIHETIHAIT )KoHe caKTayFa MIHIETTEHETIH/IT TypaJibl KOJIXaT Tajall eTyre KYKbUIbL.

5.5 AxktusBTepai 6ackapy

1.

KerkizymiHiH akTUBTEp/l OacKapyIblH KY)KaTIEH pPECIMIEIreH XXOHE KOJJIaHbICTarbl Kyieci OOJIybl jkoHE OapiIbIK THICTI
AKTHBTEp MEH OJIapJIbIH MEJIepiHIH YaKTbUIbl ece0iH KYpridyl THic. AKMapaTThIK aKTHBTEpre KYMUs akmapar, KOJ KeTKi3y
KYKBIKTapbl, OarapiamMaiblk KaMTaMachl3 €Ty jkoHe KoHuryparuon 6ap IT-kyienep, pe3epBTik KelipMe xacay jKkoHe/HeMece
aJIMaJTbI-CaJIMAJTBI JKETKI3TIITep Kipedi, OipaK oJapMeH IIeKTeIMEHIi.

Kerkizymi axmaparTbl JKIKTEYAiH aJiAbIH aa aHbIKTAIFaH JKyHeciHe CoMKec OChl COTTe KOJIJAaHBUIBII KYPreH Kayinci3mik
CTaHJapTTapbhIHA COMKeC (aKmapat KETKI3TIITep Al caKkTay, Kojiere )apaTy jkoHe (pu3uKanblk Oepy/ii Koca ajFaHa) aKmapaTThl
TaHOAJIayFa, )KYTIHyTe XKoHEe KOPFayIbl KAMTaMachI3 €TyTre MIiHAETTI.

5.6 Kou :keTkizyai 6ackapy

1.

XKerkizywinin oObeKTIIEpTE, CalTTapFa, JKelyepre, Kykenepre, KOChIMIIaNapra jKoHe aknapaTka/aepexrepre ((pu3nKabik,
JIOTMKAJIBIK JKOHE KAIIBIKTAH KOJI KETKI3y 1i Oackapy bl Koca aFana) KoJl KeTKi3y 1l OacKkapy »KeHiH/Ier! Ky)KaTIIeH peciM/ereH
JKOHE KOJIJIAHBICTAFbI CasICaThl, NaiJaaHyIbUIBIK KOJI )KETKi3Y jKoHE apThIKIIBUIBIKTAp Oepy YIIiH aBTOPIaHABIPY HPOLEC, KO
JKETKI3y KYKBIFBIH JKOIO JKOHIHJEri paciMuep Ooiybsl skoHe JKeTKi3ylli HEepCOHANBIHBIH KOJI JKETKI3y apTHIKIIBIIBIKTAPBIH
KOJIAMIIBI TTaligaIaHy bl THIC.

JKeTki3ymIiHiH KOJ JKeTKi3y KYKBIFBIH Oepy VIIiH MaimaiaHybuIapapl TipKey/TIpKeYAiH KYIIiH K0l OOWBIHIIA KY’KaTIeH
peciMAENTeH X)oHe KOJIaHBICTaFbl paciMi OOTYHI THIC.

JKeTki3ymi KeI3METTIK KQKETTITIK KaFUIAaThIH oHe €H a3 apTHIKIIBUIBIKTap KaFUIAThIH HET13Te ajia OTHIPHIN, KOJI KEeTKi3yaiH
0apJIbIK apTHIKIIBUIBIKTAPBIH TaFalblHIayFa THIC.

Kerkizymi Kcell Jlepexrepi Oap xyiesiepMeH )KYMBIC iCTey Ke3iHAe JKOFaphl apThIKIIBIIBIKTAPBI 0ap KYHETK oKiMIIiIepre
HeMece 0Oacka Jia maiijanaHymibliapra, OHBIH 1MIIHAE KAIIBIKTBIKTAH KOJ JKETKI3yJl MaliganaHylibuiapra apHaiFaH KaTaH (2
(hakTOPIIBIK) COMKEeCTEHIIPY KYHECIH Mai1aTaHybl THIC.

Kerkizymi onblH IlepcoHANBIHBIH JKeKe >koHe Oipereil coiikecteHmiprimn (user ID) OomyblHa Kemiamik Oepyi »koHe
nalaaganybUIapAbIH TYITHYCKAJIBIFBIH pacTay jKoHe KeMiJJIeHAIpy YIIIH COlKeCTeH Py IiH THICTI TOCUIIH Naiaananybl THiC.

Kerkizymi Kcell akmapareina pykcatsl 0Oap JKerkizywinin [lepconamsinmarel esrepictep Ttypansl Kcell-re Herizcis
KiZipTyJiepci3 xabapiayra MiHIETTi.

5.7 Kpunrorpadus

1.

XKerkizymi kpuntorpadusHbIH KYIUsI jKoHe Kynust akmnapaTtka (Mbicansl, JlepOec nepekrep) skarkbi3buiran aknaparka Kceell
aKIMapaThIHBIH KYIUSIIBIIBIFBIH JKIKTEY CXeMachlHa COMKeC TOMEHJIE erKeh-Terkein OasHaFannai THICIHIIE KoHe THiIMII
KOJIJIAaHBLUTYBIH KaMTaMachl3 €Tyl THiC.

JKeTkizymri kpunrorpadusIbIK KUITTEPII KOPFay /bl KAMTaMaChI3 €Tyi THIC.
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5.8 Keke Kayinci3aik ;koHe KOpIIAFaH OPTAHBIH Kayinci3airi

1. XKerkizyuri AKnapartsl OHACY KYpPaJIapblH CBIPTKbBI JKOHE IKOJOTHSUIIBIK Kayill-KaTepiiepieH, IEKTP ChIMBIHIAFbI AJIEKTPMEH
JKAOIBIKTAY/IBIH  Y3UTiCTepiH/aKayJIbIKTapIbl KOHE JHEPreTHKAIBIK JKYWeNepliH ICTeH WIBIFYbIHAH TYBIHIAFaH Oacka Ja
OY3YIIBIIBIKTAPABI KOCa aFaHa, KOpFaybl KAMTaMachl3 eTyre THiC. byt xkepre GU3uKabIK MepUMETp KoHEe KOJDKETIMIUTIKTI
KOpFay KaTa/bl.

2. Kerkizymri Kcell arerHan ansIHFaH HeMece )KOHENTINTEeH Tayapiaapbl YPIBIKTaH, alasKTHIKTaH )KoHe OY3ylaH KOPFayhl THIC.

5.8.1 Kcell yii-:kaiinapbina :xxoHe Kcell skanra anran yii-kaidapra KoJ :KeTkKizy
XKeTtkisywiHi Kcell aymarbiHa xaHe MynkKiHe (OepeKkTepAi eHAaey opTalnbifbiHbIH FUMapaTTapbl, KeHce
FUMapaTTapbl, TEXHUKaNbIK CanTTap) Xidepy MbiHagan epexenepai caKkram oTbIpbIn Xy3ere acbipbinybl
Tmic:

1. Tanceipma Kenicimre calikec opbsiHnaiFad ke3/e XKeTkizynni yITThIK 3aHHaMaHbIH (MBICAJIBI, KOJI )KETKI3Y IIEKTeIreH aiiMaKTap
caJlaChIH/IaFrbl 3aHHAMAHbIH) TalaNTapbIH CaKTayFa MiHACTTEHE .

2. Kcell yii-xaitnapbraaa sxxyMbic ictereH ke3ne JKerkizyminin [lepcoHanbiima e3iMeH Oipre jxeke Kyalliri HeMece KOPHEKTI xKepie
KeJyIIiHiH pYKCaThl 00JTyFa )KoHE YHEMI aJIbIIT KYPYTe MiHICTTI.

3. TancelpMaHbl OpBIHIAY asgKTaJFaHHAH KeiiH Hemece JKetkizymriHiH IlepcoHamsr Oacka MIHIAETTEpAl IMIENIyre >KiOepiireH
karmaiaa XKeTtkizymri ocbiHaai e3repic Typaisl Keell-re nepey xabapiayra skoHe KiITTepli, MATrHUTTIK KITTTEPIl, KyQIiKTepIi,
KeJIyIIIepAiH pyKcaTTaManapbiH xkoHe 0acka ColKecTeHAIpy KypalJapblH KalTapyra Hemece 0oyl e3repTyre MiHAeTTI.

4. Kinrrep Hemece MarHUTTIK Kintrep JKetkizymn [lepcoHanbIiHBIH imiHEeH Oenriii Oip KbI3METKep VIIiH XKeKe peciMIeNyiTHiC
JKOHE KUITTep HEMece MAarHUTTIK KUITTEp alFaHJABIFBI Typajbl KOJIXaTTa KENTIPUIreH a30alia epexelepre Coikec
naiIanaHbLUIy bl THIC.

Kcell xinTiHiH HeMece MarHUTTIK KUITIHIH )KOFaFaHsl Typaisl aknapat nepey Kcell Hazapbina skeTkizine.
Kcell aymarbiaa »xoHe HbICAHAAPbIHAA THICTI PYKCATChI3 CYpPETKE TYCIpyTe THIHBIM CallbIHAbI.
TwuicTti pykcatcoiz Kcell-re Trecisni Tayapiap il OHBIH ayMaFbIHAH IMIBIFAPYFa THIMBIM CATbIHAIBI.

JKerkizymi nepconansiaa Kcell aymarsina 0erae amamaapra Kipyre pykcar 0epyre ThIHbIM CabIHAIbI.

© x® =2 W

Kerkizymi Iepconansr KemiciMHIH mapTTapblH opelHIaMaraH xarmaina, Kcell JKerkisyiire o3 aymarbiHa YCBIHYAAH Jepey
Oac TapTyFa JKoHE Tajiar/Tajnan OOWBIHINA HETi3Ci3 Kiipicci3 KalTapy MIapThIMEH OepiIreH KiITTep I, KiJIT- KapTalapabl KoHe
T.0. KalTapy/Ibl TAJAIl eTyre KYKbLIbI.

5.8.2. Kcell yii-skaiijapblHa KaTbICThI JKAJTMBI epeskeiep

XKeTkisywi nepcoHanbl Kcell yi-xannapblHa KaTbICTbl MbIHaZamn Xannbl epexenepai ycTtaHybl THic:
1.  Temexki meryre 6exiHreH opeIHAApPALI Kocnaranaa, Kcell yhi-kaimapbiHaa TEMEKi Ieryre THIAbIM CalbIHaIbI.

2. Kecell yit-xkaitnapslHaa ajakoroyiblli HeMece eCipTKiHi (YHFapburaH (apMaleBTHKAIBIK Tpenaparrapial 0acka) TYThIHYFa
TBIUBIM CaJIBIHAJIBI.

3. AngpiH ana kemicim anvacrtan Kcell yii-xkainapeiaga Hemece Kcell aymarbsIHaaFsl TYPFBIH TipKEMENIEPAiH HEMece YKcac KoJliK
KYPaJIIapbIHbIH TYPaKTaPbIH/A TYHEYTe ThIHBIM CAJIbIHA/IBI.

4.  Erep Tapanrap e3reuie Oenrinemece, kpismeTkepiep Kcell aymarbiHaarsl alMaKTapIblH CHIKAHCHICHIH KoWMa Yii- KaiIapsl
peTiH/e maiiagaHa aManb.

5. laprra e3remie KO3[CITeH KaFaaiiapbl KOCIaraHIa, KOMIIBIOTEpPIIEpi, TeaeOoHaapabl, IPUHTEPIEP i, GpakcTepaineMece
Kcell-re tuecimni ke3 kenreH 6acka xa0AbIKThI aiallaHyFa TIAbIM CAJIbIHAIBI.

6.  Kcell menuiri pykcarceiz Kcell yii-skaiibiHaH )KOMbIIMAN b,
7. Pyxcarceiz Kcell 6enmenepinne cyperke Tycipyre THIHbIM CabIHAIbIL.

8. Erep XKetkisymn opelHIayFa THiC KYMBICTapAbl KYPri3y Ke3iH7e IMaHaaHy, Iy, Iipil HeMece opT TybIHIAAYy Kayrmi Oosica,
JKeTkizymri MyHIa# )KYMBICTap Ikl J)Ky3ere achlpy yiriH ainnbiH ana Kceell pykcatbia amyra MiHAETTI.

9.  Oprt nabbuUIBI, KY3€T 1a0bLIBI )KOHE araT Typalibl Xabapiay xyieci CuskThl curaanu3amnus Kcell pykcaThiMeH FaHaaKbIPATBLTY bl
MyMKiH. Ky3eT curHamm3anuschl Kyheci >KyYMbICTap asKTaJIFaHHAH KeHiH Jepey KaimblHa KenTipimyi tuic. CUrHamm3anus
OIIIpiNreHTe AeHiH, YaKpITTa KOHE KeHiH ’Ky3ere achIpbUIaTBIH PAcCiMAep MEH iC-KUMBUIAAp IIapTTa KOHE SKePTUTKTI 3aHIap
MEH epeKeNnepre Colikec KopceTinyi THic.

10.  OKerki3ymn >KyYMbIC aiiMarbIHAAFbl TEpe3esep MEH eCIKTepAiH »aObIK Ky#je OoiyblHa, coHmai-ak yii-kaiiapra Oerne
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12.

13.
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ajamiap/IbIH Kipy MYMKIHZITIHIH 00JIMaybIH KaMTaMachl3 eTyre sKayarnThl 00JIa/ibl.

JKeTki3ymiHiH nepcoHabl ©31HIH KYMBIC OPBIHIAPBIH Ta3a KOHE TOpTiNTe ycraysl THic. KOKbIC IIeH OYBIN-TYI0 MaTepuaiapsl
nepey anbinbii, Keell kepcerinren sxepre mbIFapbuTybl THIC.

Opr OonraH >Karjaiijia aBapusUIBIK OKaOJBIKTap HeMece OJBaKyauusulay animarbl JKeTki3ymni KbI3MeTi HOTHXKeciHe
OyraTTaimaysl THIC.

Ketkizymri o3 nepconans! yurin Kcell yii-skaimapeiaia ®KyMbIc 6acTanap ajaabHaa Kayilci3aiK TeXHUKAChIHA OKBITY JKYprisyi
THIC.

Kenen kayincizaik

JKerkizyminin 6uzHec npouecrepre, OObEKTIIEpAETI XKoHE KYHeaeri aKnapaTThl OHIeY KypalJapblHa e3repicTep eHri3y YIIiH
KOJIJIaHBICTaFbl @3repicTepai Oackapy yieci Oonysl THic. ©3repictepai Oackapy Kyheci e3repicTepii €HTi3y alJabIHIaFbl
TECTTEeP MEH IIOJTYJIAp/Ibl KAMTH/IBI, MBICAJIBI: IIYFBIT ©3TEePICTEPI OHJICY PACIMEPi; COTCI3 O3repicTepAeH KeHiH OacTarKbl Kak-
KYHiHe KalTapy )KeHIHAET1 pacimMiep; eHTI31IreH e3repicTep Il )KoHE 0Iap bl KiM KoHe KalllaHeHTI3TeHiH KOPCEeTeTiH KypHaIaap.

Kerkizyminin Kcell mafimaceina Kemicim OolbIHIIA KBI3METTEp/MaTepHaNIIap YCHIHYBI YVIIIH TaiJaTaHbUIATBIH Ke3 KeJreH
OarmapiamMaIbIK KaMTaMachl3 eTyJIiH 3USHABI OaraapiaMaliap/iaH KOopFajdFaHblHA KemiImik O0epy yuriH JKeTKi3ynrHiH 3UsHIbI
Oarnapiamaiiap/ian Kopray xKyieci O0Tybl THiC.

JKeTki3ymii MaHBI3ZBl aKIMapaTTBIH PE3EPBTIK KoIIipMellepiH xkacayra, coHpaii-ak Kcell-mMen kemicim OoHbIHINIA aKapaTThl
KaJITIbIHA KeJNTipy MaKCaThIHA PE3epPBTIK KOITipMeINepli TECTIIEY/Ii KYPTi3yre THiC.

JKeTtkizy1ui naiiianaHyIbIHBIH iC-OpeKeTTepiH, epeKIIeNiKTepIl, KaTelaep/Ii )KoHe aKnapaTThIK Kayilci3aik okuraitapbiH Ecenke
aJlyFa JKOHE MOHHMTOPHMHIIH JKy3ere achlpyFra JXKoHe oJapibl YHeMi Tekcepyre Minnerti. bynan Oacka, Xerkizymi Ecenrtik
aKIaparThl KOpFay/Ibl XKoHE cakray/pl (keMinae 6 ail imIiHje) KaMTaMmachl3 €Tyre jKoHe cypay cairy OOWbIHIIA MOHHTOPHHT
nepexrepin Kcell-re Oepyre Tuic.

Kerkizymi onepauusuiblk Kylenep, nepexrep Oasaiapbl, KOChIMIIAIAP CHAKTHl OAapJbIK THICTI TEXHOJOTHSUIAPFAa KATBICTBI
OCAIIBIKTBIH (haKTOpJIApbIH OEJICeH/Il XKaHe yaKThIIbI OacKapyFra THic.

JKeTki3ymi omepamnysuibIK KyHesnep, JepekTep Oa3ajapbl, KOCBIMINANAP CHSKTBI OapibIK THICTI TEXHOJIOTHSIIAD YINiH
KayiTcCi3aiKTiH 0a3ablK JeHrelaepin (KOPFaHbICThI KYIIEUTyY) Oenrineyi THic.

JKeTkizymri TeCTiIK XKoHe OHIIPICTIK OpTa apachIHIAFEI apaXKiriH aKbIPaTyIbl KAMTAMAChI3 €Tyl THiC.

5.10 Baiinanbic Kayincizairi

1.

JKeTki3ymri KpI3MET KOpCeTy NEHTeii, JKemapanblK dKpaH JXoHe aKMapaTThIK JKYHWelepJli KOpray YIIiH cerperarysi CHSIKTBI
JKEJITIK Kayinci3aikTi OakplIay KypajlgapblH €Hri3yi THiC.

Kertkizyi Kymnus )oHe KYIUs aknapar caHaThlHA JKAaTKbI3bUIFAH JAybICTHIK KOMMYHUKAILMSHBIH KOPFAIYbl MEH KayiIlci3/irin
KaMTaMachl3 eTyi THic (TeMEH/Ie TOJIBIK CHIIaTTalFaniail), sfHu mudpaycsl3 OailylaHbICThI TaiilaaHyFa ThIMbIM CaJIbIHFaH.

5.11 Kyiieni carsin any, 33ipiey xoHe cyilemenney (Kerkisymi Kcell ymin 6argapiamanblk KaMTaMachI3 eTyli Hemece

1.

2.

sKylieHi d3ipJieren kesme)

JKetkizy1i e3repTy jkoHE IOy PaciMJIepiH Koca anranjia, OaraapiaMaiblK KaMTaMachl3 €Ty MEH JKyhenepai a3ipieyain Oykii
OMIpJIIK IUKIII YIIIH KaFuJaiapbl eHrizyi THiC.

JKerkizy1ui OakpUIaHATBIH OpTa/a 93ipiey NpolLecine Kayinci3aik (yHKIMsUIapblH ChIHAYFa MiHACTTI.

5.12 KeTtkizymijiepre KocaJkbl MepairepjaepMeH KaTbIHACTAP

1.

XKerkizymi ocel Kayincizaik »eHiHIer! JUpeKTHBaIapAbIH Ma3MyHbIH KericiMre calikec MiHIETTEp/l OpBbIHIAYFa TapThUIFaH
KOCAJIKbI MEpAIrepJIepMeH jKacajFaH IapTrapja KepceTyre THic.

JKeTkizymii Kocaiakel Mepairepiepain Kayincisaik skeHiHIer1 AMPEeKTHBAHBIH TAJIAlITapbIH CAaKTayblH YHEMI OaKplIayFa, TaJjayra
JKOHE TeKCepyTe MiHJETTi.

Kerkizymi Kcell Tama0er OofibiHIIIa KOCATKBI Mepairepiaepain Kayinci3mik »eHiHAeTi JUPEKTUBAHBIH TalalTapblH CaKTaybIHA
JonenaeMenep oepyre MiHIETTI.

5.13 Kayincizaik MHUHIAEHTTePiH 6acKapy

I.
2.

Kerkizymwinin Kayincizaik nHIuAeHTTEpiH Oackapy OOMBIHIIA KOJIAHBICTAFbI PaciMepi O0TybI THIC.

Kerkizymi Kcell-re kayincizmikTid Oy3buTyblHa OaisIaHBICTBI OKHMFajlap Typasbl HETri3ci3 KiJipiCCi3 YaKTbUIBI JKOHE i
xabapuayFra MiHIETTI.
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XKerkizyi cor capanTamachit ypri3y kesinnae Kcell-re s»xopaemuecyi tuic.

5.14 BusHecTiH y3aikcizairin 6ackapy

1.

4.

JKeTkizymii OM3HECTIH Y3MiKCi3miriHe OalJIaHBICTBI TOyeKeNAep/Ai aHBIKTAybl JKOHE OCBIHIAN ToyeKennepHi Oakpliay KoHE
TOMEHJIETY YIIH KaKETTi Iapaiapabl KaObUIIaybl THiC.

JKeTkizymiHiH OM3HECTIH Y3IIKCI3IriH KaMTaMachl3 €Ty YIIiH KYKaTIeH peciMIeNTeH MPoIecTepi MeH paciMaepi 00IysI THIC.

JKeTkizymri OM3HECTIH Y3IiKCi3AiriH Oackapy THIMAUIITIH Oaranayjpl jKoHE KOJDKETIMIUTIK OOMBIHIIA TaJlanTap bl CaKTayIbl
(onmaii OoJFaH jkarmaiiia) Ke3eH-Ke3eHMEH KYPri3yre THiC.

JKeTkizymri KbI3MET KOpCeTy/ i KaMTaMachl3 €Ty JKOHIHJIET] IIapaiapabl, oiap OOIFaH jKaFaaiaa, YHEMi TEKCEpil OTBIPYHI THIC.

5.15 Tanantapabl cakTay

1.

Kerkizymi Jlepbec mepexTepi Koprayabl Koca ajaFaHja, 0ipak OHBIMEH IIeKTeIMeH, OapiblK THICTI 3aHHAMAJIBIK aKTijIep MEeH
HIAPTTHIK TaJANTap/Ibl CAKTayFa THIC.

Kerkizymi cypanbim OoiibrHima Kcell-re ocbl Kayirncizmik »eHiHIETI AUpEKTHBANapaa OSNTiIeHIeH TalanTapablH CaKTaTybl
TypaJibl €CENTi HeTi3¢i3 KiJipicci3 YChIHYHI THIC.

Kcell XerkizymiHiH oHe OHBIH KOCAJIKbl Mepairepiepin Kayincizmik jXKeHIHIErl IUpeKTHBaHbI HeMece e3re Je THICTi
TasanTapabl OpbIHJIAY MOHIHE TEKCEPYTe KYKbLIIbI.

6 IT KAYIIICI3AIT'T

6.1. KeTkisymi pecypcTapblHa KOHBLIATBIH TAJIANTAP

1.

10.

1.

Kcell axknmapartslH enjey yIIiH mHaiganaHeiiaTelH JKeTkisymni skaOnpIFbl JkoHe/Hemece OariapiaMaliblkK KamTamachl3 €Tyl
3aHHAMa/a, epexeseplie JKoHe O3bIK CallajiblK IpaKTHKanapja Ke3AeireHIed akKmaparThl pPYKCaTChl3 KOJI XKETKI3yJIeH THICTI
KOJIIAaHBICTAFbl KOPFaybl OOJIyBI THIC (MBICAJIBI, 3USTH/IBI Oaf/apiaMa/iaH Kopray YIUiH Kayinci3nikTi 6ackapy Oarjapiiamariapsl,
OarapyiamaibIK Kipicrenepai Oackapy, MaiiianaHyIIblIap/abl COHKECTEHIIpY, KOJ JKeTKI3yal Oakpuiay, aknmaparThl allyiaH
KOp¥ay, aBapusUIbIK JKafjaiiapabl aHbIKTay JKOHE TIpKey, TIpKey >KypHaIJIapblH OacKapy, TOTEHILE XKaFjaiuap Ke3iHae KyMbIC
icTey/1i KaMTaMachI3 eTy, KUITTepi 6ackapy, el Kayinci3airin 6ackapy xaHe 1T- pecypcrapabl GU3HKaIBIK KOPFay).

Omnapapl eHJIEeY Ke3iHJe JAepeKTepre 3UsH KeNTIPEeTiH HeMece )KYHEeHIH KYMBICHI YIIiH 3USHIBI OOJBIT TaOBUIATBIH CEPBUCTED
HeMmece OaFiapiiaMaliblK KaMTaMachl3 €Ty MIapTTa alKbIHIAFaH MIHACTTEPAl OPbIHIAY YVIIiH HaiIalaHbUIATBIH XKYHenepe
OpHATBUIMAYbI HEMECE JKaHIaH bIPBLIMAYbI THIC.

Jepekrepai cakray >oHE OHJCY Kyiernepi OarapiiaMajblK KaMTaMachl3 €Tyl JKeTKI3YIIiHIH YCBHIHBIMJApblHa >KOHE O3BIK
NpaKTHKaJIapFa COMKec a3ipiieHyl XKoHe KYIIeHTiny1 THic.

JKeTki3ymiiHiH KbI3MET KopceTy Ke3iHle MaiaalaHbUIaThIH OHAIPICTIK XKaOIBIKTBIH Y3/IKCi3 )KYMBIC iCTEyiH KaMTamachl3 €Ty
JKOCTIaphl OOITYBI THIC.

Kerkizymi mapTra KepceTiirer GyHKIMsIApbl )Ky3ere achlpy YLIiH naiijanansuiaTelH JKeTKi3ynIiHiH MEHIIIKTI pecypcrapsl
aKIapaTThIK Kayilci3aiKTi Oy3y OKHMFaslapbl aHBIKTAIATHIH/AM KoHE HAKTHI TYJIFaFa jKaTKbI3bLIAThIHAN OaKbUIaHATBHIH/IBIFbIHA
keriaik 6epyre Tuic. Kcell men JKeTkizymrni apacklHaAarsl KesriciM OOWbIHIIa MOHUTOPUHT nepekTepi Kcell apkpiiasl Oepineni.

XKerkizymi onbiH Kcell arpinan eHJeiTIH aKnapaThlHBIH PE3EpBTIK KelripMeciH joHe JKeTki3yuIiHiH opTachlHAa aKIapaTThl
OHJIey Ke3iHJIe OCBIHIAl pe3epBTiK KolTipMeep/Ii KalamblHa KeATipy MYMKIHIITH KaMTaMachl3 €Tyre MiHIeTTi.

PesepBTik KemripMmeniep OacTamkbl IEpPEeKTepJli OHIEY Ke3iHIETiNeH KYMMSUTBUIBIKTBI CaKTayAblH YKcac TajamnTapblH cakTai
OTBIPBITT OHJENyl THic. Pe3epBTik KermipMmesep TOTEHINE >Xarlail TybIHIaFaH Ke3/le OacTanKbl JEepeKTepIHiH JAe, COHIah-ak
pe3epBTIK KemIipMenep i e O0ip Me3riie >KOUBUTYBIH OOJABIpMAay YIIiH 0aCcTanKbl IepeKTepIeH 06JIeK CaKTaIyhl THIC.

JKeTkizymii okurajzappl TIpKey KypHAIIApbIH 3aHHAMara COWKec HeMece MapTTa aKbIHIAJIFaHAal e3remie Typle cakTayFra
MiageTTi. Keell akmapaTThiK Kayilci3Mik HHIMIEHTTEPIH Kapay xkoHe pertey kesinae Kcell-re kaTpichl 6ap oKuFamap sl TipKeyIiH
THICTI J)KypHaJIJapblHa Aepey KOJI )KeTKi3yl THic.

Kyitenik okimiinep skoHe Oacka Jia OFapbl apTHIKIIBUIBIKTHI TaiilanaHyIbiap ayTeHTHGUKanusiHbl KataH (2 (aKTopIIbIK)
ayTeHTH(UKALMSHBI NTaiilajlaHa OTBIPBII JKY3€r'e achbIpyFa THIC.

KambIKTBIKTaH KOJI JKETKI3y MYMKIHIITI Oap maijanaHybuiap CeHIMCI3 JKeNIepACH JKYHere KoJl )KeTKIi3reH Ke3lIepiHe KaTaH
ayTeHTH(OUKALUSHBI TIalijallaHa OTHIPBII OPHATHLIABL.

HoytOykTep MeH TachIMaJgaHATBIH TachIMaigarbiTap JKeTKi3ylniHiH YH-KailapslHaH THIC JKepyiepre MaijanaHy HeMmece
JKBUDKBITY Ke3iHe MuQpIayFra KaTapl.
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6.2 Kcell pecypcTapbiHa KOHBLIATBIH TATANTAP
1. Kcell yceinarein xadapikrap MeH AT-(yHKIIMOHAIIBIFBI KETICUINeH KbI3METTepAl OpPbIH/IAY YILiH FaHa MaijalaHblIybl THIC.
2. Kcell ycoiHatsin xadapikrap MeH [ T-dynkunonanapirst Keell HyckaynbikTapbiHa colikec maiiianaHbuTy bl THIC.

3. XKetkizymni Ke3/IeHCOK JKOFallyIaH HeMece YPIIBIKTaH KOpFayFa Koinay kepcety kesinge Kcell akTuBTepiH KOpFayapl
KaMTaMachI3 €Tyl THiC.

6.3 AKnmapaTtThIK Kayincizaik

1. OKerkizymi os emueiitin sxoHe «Kcemm» AK-ra Tmecini aknmaparThlH KayilCi3miriH KamTaMachl3 eryre tuic. JKeTkizym
«Kcenn» AK aknapaTbiH eHAereH KesiHae agan XXaHe Xeprinikti 3aHaapra coukec apeKkeT eTyre MiHOeTTi.

2. «Kcemm» AK ycwinran 6apnsik Kynus aknapar JKeTki3y1i oHbI OHJIETeH Ke3/1e MbIHa/Iail Tananrapra coiikec Keiryi THIC:

e  Kara3 TachIFbIIITAPAAFEl KY)KATTap, TYCIPLIIM aKIapaT TaChIFBIILITAPHI )KOHE T.0. YOKUISTTI TYJIFaHbIH KaTaH OaKbpUIaybIH/Ia
caxrainybl )xoHe «Kcemm AK Kynusibuiblk OesriciH aHbIKTay *KOHIHETT HYCKayJIbIKKa Calikec Hemece
«Kcenn» AK aknapaTtTblK Kayinci3giriHiH xxannbl pacimaepiHe cankec eHaenyi Tmic.

o «Kcemn» AK-ra )kaTaThlH aKknapaTThl JaybICIIeH Oepy KayilcCi3mik peXXUMIH caKTail OTBIPBII XKy3ere achIpblIysl THiC. by
OackanapblH apachblHIa ChIMCBI3 TelledoH KyHenepiHiH OanaMackl, xairnbiFa Oipael KoymketTiMai [P-tenedonus nemece
mmdpraandaran paanodaiianbIlc MaiianaHbuIMaiasl gerenai ournipeni. Koramaplk yit-xkailapaan aknapar oepyre o
Oepinmeiii.

o «Kcemm» AK gmepekrepin Oepy Kayilci3 pexumje >KY3ere acblpbuiaibl (Mbicaibl, Oepy KesiHae eTmelni mudpiiaybt
naiganana oTeIpbin, «Kcemm AK cenimai OaiimaHpic apHaAapbliH MaigagaHa OTBIPBITT HeMece 9/IeTTe OaraapaaMalrbiK

KamMTaMachbI3 eTyAi nanganaHaTtbiH Kayincisgik wapanapbiH nanganaHa otbipbin). bByn
epexeneH anbin Tactay «Kcenn» AK-HbIH xa3balwua kenicimiH Tanan ereai.

e JKerkizylui nepcoHaibl eIIKaHal JKaFaaiia KeTiCUIreH TalchIpMaHbl OpbIHIAY YIIIH KaKeTTUIIT JKOK aKllapaTka Hemece
JKeTkizywiHiH ImepcoHaNbIHA pyKcaT OepuIMEHTIH akmaparka ojeii KOJI JKeTKi3yre ThIpbICyFa KyYKbUIbl emec. Erep
Kerkizymi [lepconanbl KatapblHIAarbl Ke3 KEJI'€H KbI3METKEep aKlapaTKa 9Jieii pyKcaTChI3 KOJI JKeTKi3eTiH Oosica,oHaa
«Kcemm» AK Oyt Typainsl nepey xadapnap erinyi THic.

3.  AxmaparTsl eHaeyre KaTteicThl JKeTkizymine «Kcemm AK yiriH opelHIaNaThIH MiHACTTEp MeHOepiHae aepekTep dannmapbeiaa,
Oacma TachIFRIIITAp/Ia HeMece 0acKa Jla MaTepUaJJIbIK KETKI3TIMTep e CaKTaNIAaThIH aKmapaTThl KOIIipyre *KoHe OWHATyFa FaHa
PYKCaT eTijreH.

4. OKexe naiinananyra apHaJiFaH Kelripmesnepai (KYMbIC KOILIIPMECiH) )KYpri3eTiH ajam, erep osap OyJiaH api naianaHbuIMaiTbIH
OoJica, oap/Ibl )KOIOFA KayanThl OOJIaIb.

5. Keuripy Hemece olfHaTYy aKmapat HeciHiH TaHOajJayblH HeMece KayilCi3/lik CaHaThIH JKOIOFa 9KEIl COKIAybl THIC.

6. Kerkizymn OapielK karmainapna nepektep (GaitnmapeiHma, Oacma TachIFBIIITApAa HeMece 0acka Ja MaTepHalIbIK
JKETKI3TIIITEepIe CaKTANAThIH aKmapatThl, JKETKI3ymIiHiH yH-KallapblHIa aKIapaTThIH OHICIIN JKAaTKAHbIHA HEMece
OHJICIIMETEHIHEe KapamacTaH, 0erae agaMmaapra akmapaTka KOJI JKeTKi3y YIIiH alTapibIKTall KyNI-Kirep KaeT eTEeTIHACH eTir
OHJIeyTe THIC.

7. XKetkizymri akmapaTThl JKeTki3yIi eHAeHTIH ITIHE )KOHE MapTKa KaThICTHI aKIMapaTThIH apTIIeH OaiJIaHbICTHI eMec aKImapaTineH
apaaciai ThIHABIFBIHA KETTIK Oepe/ti.

8.  OmnuipicTe malgaNaHbUIATHIH ASPEKTEP d31pIeHY HEMece TeCTiJIey YIIiH elKaHIal KarFnaniaa naiaanansuiMaysl Tiic. CoHbIMEH
Katap, erep TecT JAepeKTepiH MaipanaHy MYMKiH OoimMaca, OHIA JKyie eHIIpicKe KaThICThI KOJIJAHBIIATBHIH OCBHIFAH YKcac
Kayilci3Iik TanmanrapblHa xayar oepyi THic.

9. Omnzipic caylacklHaH TECTIJIEY MaKcaThIHIA aKmapaT anyra Tek «Kcemmn» AK-HbIH jxaz0aria KemiciMiMeH FaHa o1 Oepiei.

10. Iapr ToKTaThUIFaH Ke3/le HEMece erep TallChIpMaHbl OpbIHIAY €HAI JepeKTepai eHjaeynl Tanan ernece, JKerkizymri
«Kcenn» AK atblHaH opblHAanaTbiH eHAaeyre 6amnaHbICTbl 6apnbiKk aepekrepai «Kcenn» AK-ra Gepyre
HeMece MYMKiHAIriHLIe OHbI X0 KyaniriH 6epyre MiHOeTTi.

7 KynusiJabLIbIK CAHATTAPBIHBIH CHIIATTAMACHI JK9HE KYIHS aKNapaTIeH KYMBIC icTey KaFuaaJapbl

Cunarramachbl AKnapar TypJepiHiH MbIcajgapbl




Kcell

K¥HI/I$I P¥KC&TCBI3 KOJI )KeTKi3y HEMECEC aKIapaTTbl - KBUIABIK €CCII 2)KOHC KBI3MCT HQTI/I)KCJ'[epi pecmun
amy Kcell-re, oHBIH YHBIMBIHA, MaHBI3IBI JKapHsTaHFaHFa IeHiH
(dyHKOMsUIAapFa, KYMBIC KYIIiHE, ICKepIIik - KYKBIKTBIK CHITATTaFb! Oenrii 6ip akmapar,
opinTecTepre >KoHe/HeMece KINEHTTepre KIIMEHTTEPMEH jKacalFaH Keioip mapTrap Hemece KYITHs
€JIeyJil 3UAH KCIITIPYy1 MYMKIH. aKIapaTThl Kapusd €TIEYy TypaJibl KEJIICIMICP.

Kymust PyKcatcrI3 Koit jKeTKi3y Hemece - KYKBIKTBIK CHIIATTaFbl O€rini 6ip aknapar,
akmapartel airy Keell-re, onbin MBICAJIBI, KITMEHTTEPIiH HeMece KbI3MeTKepIepIiH
YHUBIMBIHA, MAHBI3IBL (bymfummapfa, Keke nepexTepi
KYMBIC  KYIIIHE, 1CKCPIIK OPIITCCICPIC | _ yyiyg GusHec-xocnapiap, CTpaTerusiap MeH
KoHe/HeMece KITMEHTTepre 3USIH KeNTIPYi | jyerivep (Mblcaitsl, MAPKETHHITIK sKocTapiap)
MYMKIiH.

Tk PykcarchI3 KoJT )KETKI3y HeMece - Kcell imki maiinananyra apHaiFaH akrnapar
akmapatTthl amy Kcell-re, oHbIH - Kcell kp13MeTkepiepine apHaIFaH, MBICAITBI,
yibIMbIHA, MaHBI3IbI (GYHKIHSIAPFa, yibIMMEH, CTpaTerHsIMeH, OHIMMEH,
JKYMBIC KYIIIiHE, iCKEPJIIK apinTecTepre KBI3METKepJiepre KbI3MEeT KOPCETYMEH OaisIaHBICThI
JKOHE/HeMece KIMEHTTepre IiaMaJibl aKnapaTThIK MaTepHrasigap
3USTH KEJITIpyl MYMKiH.

Kapus PyKcaTcpI3 Kol KeTKi3y Hemece - KBUILIBIK €CEIl JKOHE KBI3MET HOTUKENEPi pecMu

aknaparth! anry Kcell-re, onblg
YHBIMBIHA, MaHBI3IB (YHKIMSIAPFa,
JKYMBIC KYILIiHE, ICKEpJIiK apinTecTepre
JKOHe/HeMece KIIMEHTTepre eml 3HsiH
KedTipMeii.

JKapusUTaHFaHHAH KeiiH

- JKapusUTaHFaH MApPKETHHITIK MaTepuajap MeH
Oacniaces penuzaepi

- 3aH TaNanTapblHa COMKEC KapHs eTIICTIH aKnapar

AKnapartka Kanait caxkray | Kanai Kanait mnaiinanany| Kopray

KiM KOJ1 Kepek Ki0epy Kepek Kepek KaKeTTLIirin

JKeTKi3e aJabl KajJail Oaranayra
0oJ1a/1b1
(T9yekesgepre
Heri3/ieJireH TICi)

Kynus Tex Jlorukanslk sxoHe | Kopramran Kipy xoHe | Kopranbic  Oy3yra
TaraiibIHAAIFaH (U3MKaIBIK OaiinaHbIc TBIHAAYAaH Te31MIi OOJIybI THIC.
agamziap Kayimnci3 cakray, | apHamapbl KOpFaJlFaH Tek KaTThl MyIueni

SIFHHA KOJI | OOMbIHIIA Kayircis JKoHe/HEMece
KETKIZY 1 HeMece cananapjia ©OHEPTAKBIILI
mmdpray HeMece | KOpraiFaH nmaiiiajiany yuriH | KacKyHeMaep
OyraTTay TTOPTaTHBTI (berne agammap) KOpFaHBICTHI  Oy3a

KIHAKTAYBIIIT anajpl.

a

(OyratTanran

TYpAC)

Kynus Tex  mekreymi | Kom  sxerkisymi | Kopramran VYokinerri berne amamnapabig
JKOHE Kataqy Oakpuiay | OaiiaHbIC agaMaap bl aKmapaTka KOJI
OaKbUIaHATHIH Ke3inze apHaJlapbl H KeTKi3yi KublH. Tek
TYJIFaiap ToObI JIOTHKAJIBIK JKoHE | OOHBIHIIA KOMMEpIHS Myaneni

(bu3nKaIbIK HEMece JIBIK KacKyHeMJiep FaHa
OaKpUIAHATHIH OaKbUTAHATHIH MakcaTTapia KOpFaHBICTHI  Oy3a
cakray * JKOHE CceHIMal TEK alaapl.

)Keul OaKbIJIaHATBIH

OoibIHIIA JKYMBIC

HEMECE KEHicTIr

KOpFaJFaH HeMece Kipy

MTOPTATUBTIL MeH

KIHAKTAYBIIIT THIHAAYAaH

a* KOpFaJiFa




Kcell

OpBIH
merinae (Oerae
ajgamjaap)
naiiiananysl YIIiH
[mxi Kcell AK vymin Kom  sxerkizymi | Kopranran Vokinerri berne amammapisia
KYMBIC JIOTUKAJIBIK JKOHe | OaidnaHbIC ajlamMap bl aKrmaparka KOJT
aTKapaTbIHIap (bH3HKaAITBIK apHaJapbl H JKETKIZY MYMKIHIIT1
OaxplIay OOMBIHIIIA KOMMEPITHSI IraMaisl. Tex
HEMeECE JIBIK MyIemi
OaKbUIAHATHIH MakcaTTapia KacKyHeMJiep FaHa
KOHE CeHIMII TEK KOpFaHBICTEI ~ 0y3a
kel OaKbUIaHATHIH alaapl.
OolibIHIIIA AKYMBIC
KEHICTIr1
Hemece Kipy
MeH
TBIHIAY/IaH
KOpFaJiFaH
OpBIH
meringe (Germe
azamuap)
TaljaIanybl YIIiH
Kapust Iexreyci3 Iexreyci3 lexreyciz exreyci3 lexreyciz




